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1. Introduction

1.1. Context

The revised Payment Service Directive (PSD2) points out some new roles providing services to
a Payment Service User (PSU):

- Third Party Providers (TPP) which can be subdivided into three categories
o Account Information Service Providers (AISP)
o Payment Initiation Service Providers (PISP)
o Payment Issuer Instrument Service Providers (PIISP)

- Account Servicing Payment Service Providers (ASPSP).

Each Member Country has to transpose the PSD2, within its own national law.

The PSD2 is completed by a set of documents provided by the European Banking
Authority (EBA). Among these documents, the Regulatory Technical Standards (RTS) for
Strong Customer Authentication (SCA) details some requirements, for instance on security
principles: traceability, strong customer authentication...

1.2. Mission

STET has been mandated by its shareholders in order to design and provide an open API (Aka
STET PSD2 API) that would specify the different interactions between TPPs and ASPSPs for
carrying out the different use cases of PSD2. This API could be extended to other (non-PSD2)

use cases in the future but this extension is not part of the mandate.

As the RTS for SCA are now finalised, this version of the API and its documentation takes into

account the new constraints and rules that have been introduced.
This version also includes

- Items that have been identified and studied in common with the BERLIN GROUP, in
a strategy of convergence of the different European API initiatives.

- Evolvements linked to the change requests that have been received after public
release of STET PSD2 API V1.2.

The STET PSD2 API does not cover:

- Interactions between PSUs and TPP
- Interactions between PSUs and ASPSP

- Registration information management
Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)
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The technical characteristics of this API are provided within a SWAGGER 2.0 file. The present
document purpose is to provide extra-information on this APl and to give some interaction

samples.

1.3. Licence
This specification is published under the following licence

“Creative Commons — Attribution 3.0 France (CC BY 3.0 FR)”

[cMom

This work has been coordinated by STET with the following contributors:

- BNP Paribas

- Le Groupe BPCE

- Le Groupe Crédit Agricole

- La Banque Fédérative du Crédit Mutuel — CIC
- LaBanque Postale

- La Société Générale

- La Caisse des Dépdts et Consignations

- Le Creédit Mutuel - ARKEA

-  HSBC France

- L'OCBF

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)



P stet

2. Business Model

2.1. Actors and Roles
A PSD2 actor is either an entity or a physical person which can endorse one or several roles.

Most of the roles are defined in PSD2. However some extra-roles have been specified for the
purpose of the STET PSD2 API during the analysis phase of the project.

Within the following diagram:

- Actors are cyan-coloured
- Pure PSD2 roles are green-coloured
- Specific STET PSD2 API roles are red-coloured

® ® ® ® ®
[ o ]
J[JU JU | UU |
Payment Instrument Payment Initiation Account Payment Payment
Issuer Seryice Providers Service Frovider Information Service Requester (PR) Account
(PIISP) Provider (AISP) Owner (PAO)
@ @
| il
JM S
Third Party Account Servicing Payment
Provider (TPP) Payment Service Service User
Provicler (ASPSP) (PSU)
@
\ @
i | J =y
Registration Authority (RA) U

API Actor

2.1.1. Payment Service User (PSU)
PSUs are the end-users of the services provided by TPPs and ASPSPs.
They are either physical persons or entities (organisations, companies, administrations...).
They do not interact directly with the STET PSD2 API.
A given PSU endorses at least one of the following roles:
- Payment Account Owner (PAO) for one or several accounts held by one or several

ASPSPs.

- Payment Requester (PR) asking either for a payment or a coverage check.
Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)
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2.1.2. APl actors
2.1.2.1. Account Servicing Payment Service Provider (ASPSP)

These are Payment Service Providers (PSPs) which are in charge of holding bank accounts for
their customers (PSU).

2.1.2.2. Third Party Provider (TPP)
These actors can intermediate between PSUs and ASPSPs, acting on behalf of a PAO or a PR.

On one hand, a given PAO may contract with a TPP in order to use the services provided by
this TPP:

- Account Information Services (AISP role) will allow the PAO to get information,
through a single interface, about all of his/her accounts, whatever the ASPSP holding
this account.

- Payment Instrument Issuer Service (PIISP role) that will check the coverage of a
given payment amount by the PSU’s account.

On the other hand, a PR may also contract with a TPP that will provide the following services:

- Payment Initiation Services for requesting a Payment Request approval by the PSU
and requesting the subsequent execution through a Credit Transfer (PISP role).

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)
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2.1.3. Registration Authorities (RA)
RAs are in charge of registering and overviewing the PSD2 actors.

The registration information is the foundation on which each actor can rely in order to know:

- Who is a given actor?
o ldentity
o Contacts (business, legal, operational...)
o Insurance coverage
o Authentication media
= X.5009 certificates
= Certification chain and services (revocation list, OCSP)
- For which roles this actor has been registered
o AISP
o PISP
o PISP
o ASPSP
- Technical characteristics
o APIs that are provided
o URLs that are to be used, for test or live processing.

Registration Authorities must keep track of changes for each actor in order to recover the full

history of the actor.

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)
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2.2. Use cases

Some of the use cases that are listed below are directly implemented by the STET PSD2 API,
for they rely on interactions between TPPs and ASPSPs.

Other uses cases are tagged as “NON-API” and are only described for global understanding

purpose.

2.2.1. PAO uses cases (NON-API)

Payment Account Owner (PAO)

Grants AccounUOpeltation Accreditation

Revakes ASPSP Contract Revokes TPP Contract

sintiudes _wincludes

Requests Adcount Creation Account/Op ion Accl

Requests Account Closure

Initiates ASPSP Contract Initiates TPP Contract

USE CASE
DESCRIPTION INTERACTIONS
(PAO)
Initiates ASPSP Contract | The user contracts with an ASPSP in order to use its services.
This use case is likely extended by one or more occurrences of the “Requests | ASPSP
Account Creation” use case
Requests Account The user asks the ASPSP to open a new payment account e
Creation Requires a contract between the PAO and the ASPSP
Requests Account The user asks the ASPSP to close an existing payment account ASPSP
Closure This use case includes the “revokes Account/Operation Accreditation” use o
. . TPP (indirectly)
case for all operations on this account and for all granted TPP.
Revokes ASPSP The user revokes the contract with the ASPSP
Contract This use case includes the “Requests Account Closure” use case for each fEREE
account that is held by the ASPSP. o
TPP (indirectly)
This use case includes the “Revokes Account/Operation Accreditation” use
case for all operations on each of these accounts and for all granted TPP.

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)
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USE CASE
(PAO)
Initiates TPP Contract

DESCRIPTION

The user contracts with a TPP having AISP and/or PIISP roles in order to use

INTERACTIONS

its service
This use case is likely extended by one or more occurrences of the “Grants PP
Account/Operation Accreditation” use case
Grants The user allows the TPP to access a given set of operations on one of his/her
Account/Operation payment accounts.
accreditation Requires a contract between the PAO and the ASPSP, a contract between R
the PAO and the TPP and the registration of this PAO-TPP relationship by the e
ASPSP.
Requires also that the capture and the execution of the accreditation are
handled by the ASPSP or the TPP (PSU choice).
Revokes The user asks the ASPSP to revoke the TPP access
Account/Operation for a given set of operations on a given PAO account ASPSP
accreditation Requires that the capture and the execution of the revocation are handled by TPP
the ASPSP or the TPP (PSU choice).
Revokes TPP Contract The user revokes the contract with the TPP.
This use case includes the “Revokes Account/Operation Accreditation” for all PP
grants given to the TPP, whatever the ASPSP. Since this cannot be —

automated, it is the PAO’s duty to initiate all the relevant revocations with each
ASPSP.

2.2.2. Registration use cases (NON-API)

=includes

Revokes Registration

USE CASE
(PSD2 ACTOR)

Initiates Registration

PSD2 Aclol

«extends

«extends

Manages Roles Queries Registration Directory

Initiates Registration

DESCRIPTION

The user asks the RA for registration.
This use case is likely extended by one or more occurrences of the

“Manages Roles” use cases

Registers a PSD2 actor

INTERACTIONS

RA

other actors

(indirectly)

Manages Roles

The user asks the RA to be referenced for a given set of roles.

This use case can be replayed in order to reference or dereference any role.

RA
other actors

(indirectly)

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)
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DESCRIPTION INTERACTIONS
(PSD2 ACTOR)
RA
Revokes registration The user informs the RA that its registration is to be cancelled other actors
(indirectly)
: o : : : RA
Queries Registration The user queries the RA directory in order to get data on other PSD2 actors: h "
other actors
Directory roles, certificates... e
(indirectly)
Registers a PSD2 actor The user registers a given PSD2 actor into its own Directory None

2.2.3. AISP use cases

AISP

Gets the PSU
context

---------------- Gets account data

Gets account
transactions

Gets account
balances

Gets account
transaction
history

USE CASE
(AISP)

DESCRIPTION

The user queries the ASPSP in order to get

Gets account
transaction
forecast

INTERACTIONS

Gets the PSU SPS
Context - the PSU accounts it is allowed to access ASPSP
- the operations it is allowed to process on each PSU account

This use case is abstract. /ts purpose is to stress that the “Gets the PSU Context” is
Gets Account Data . . none

a prerequisite for all other use cases on a given account
Gets Account The user queries the ASPSP in order to get the balance on one given account. The | ASPSP
Balance ASPSP can provide several balance computing’s (Instant Balance, Accounting

Balance...), each balance type being specified with an explicit label.
Gets List of This use case is abstract and can be seen as the common interface for the two ASPSP
Transactions following uses-cases.
Gets Account The user queries the ASPSP in order to get all the transactions that have been ASPSP
Transaction History | committed to one given PSU account within a given range of value dates.
Gets Account The user queries the ASPSP in order to get all the transactions that are known by ASPSP
Transaction the ASPSP to be committed to a given PSU account
Forecast

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)




P stet

2.2.4. PIISP use cases

PlISP

Checks funds
coverage

USE CASE
(PIISP)

Checks Funds The user queries the ASPSP in order to check if a given transaction amount can be ASPSP

DESCRIPTION INTERACTIONS

Coverage covered by one given PSU account
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2.2.5. PISP uses cases

2.2.5.1. Payment Request on behalf of a Merchant

(2
Merchant ﬁl ik
(PSU) !
Iy

Sends a payment

Asks for a transfer
request

<<Extends>> <<Extends>>

Confirms the
payment request

Get the payment
request status

<<Extends>>

Forwards the
payment request
status

USE CASE
(PISP)

Sends a Payment

DESCRIPTION

The user sends to the ASPSP all the information needed to initiate a Payment

nitiates the Credit
Transfer

PSU’s Bank
(ASPSP)

<<Extends>>

INTERACTIONS

ASPSP
Request from one PAO account (debtor) to one PR account (creditor)
. The user confirms the Payment Request to the ASPSP and might forward a
Confirms the Payment L
= ¢ PSU authentication factor so that the ASPSP can complete the Strong ASPSP
eques
. Customer Authentication and initiate the subsequent Credit Transfer

Gets the Payment

The user gets the status of the Payment Request from the ASPSP. ASPSP
Request status
Forwards the Payment
Request status to the The user informs the PR of the status of the Payment Request PR (Creditor)

Creditor (Non-API)

USE CASE
(ASPSP)

DESCRIPTION

Provided the Payment Request is valid, the user asks the PAO in order to get

INTERACTIONS

Asks for SCA (Non-API) PSU

the SCA and consent to the relevant Payment Request
Initiates the Credit Provided the PAO has given his/her consent, the ASPSP initiates the relevant PR’s ASPSP
Transfer (Non-API) Credit Transfer. (Creditor Agent)
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2.2.5.2. Transfer Request on a behalf of a Donor of Order

0O

Hj’ Donor of Order
. PISP
/A (PSU)

PSU’s Bank
(ASPSP)

nitiates the Credit
Transfer

Sends a transfer

Asks for a transfer request

<<Extends>> <<Extends>> <<Extends>>

Confirms the
transfer request

Get the transfer
status

USE CASE
DESCRIPTION INTERACTIONS
(PISP)
Sends a Transfer | The user sends to the ASPSP all the information needed to initiate a Transfer from ASPSP
Request one PAO account (debtor) to one PR account (creditor)
Confi th The user confirms the Transfer Request to the ASPSP and might forward a PSU
onfirms the
authentication factor so that the ASPSP can complete the Strong Customer ASPSP
Transfer Request o o )
Authentication and initiate the subsequent Credit Transfer
Gets the
Payment The user gets the status of the Transfer Request from the ASPSP. ASPSP
Request status

USE CASE
DESCRIPTION INTERACTIONS

(ASPSP)

Provided the Transfer Request is valid, the user asks the PAO in order to get
Asks for SCA (Non-API) PSU
the SCA and consent to the relevant Transfer Request

Initiates the Credit Provided the PAO has given his/her consent, the ASPSP initiates the relevant | Beneficiary's ASPSP
Transfer (Non-API) Credit Transfer. (Creditor Agent)
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3. Prerequisites and technical details

3.1. Actors registration

PSD2 actors must be registered by a registration authority. The information that has been
collected must be accessible to other actors in order to provide trust and interoperability.

A non-registered actor cannot interact with another actor.

Each actor must be provided with at least one X.509 certificate, for TLS 1.2 purpose, delivered
by a registered Qualified Certification Service Providers (QTSP).

3.2. Cross-Authentication and Data Encryption

The STET PSD2 API relies on TLS 1.2 protocol in order to get cross-authentication between
actors. Moreover, this protocol also ensures data confidentiality during their transport on the
network.

Whenever a TPP connects as a client to an ASPSP API service, it will check the ASPSP server
certificate and present its own qualified certificate (QWAC) respecting the ETSI/TS119495
Technical Specification. In case of authentication failure, on one side or the other, the

connection must be closed.

No additional encrypting or authenticating feature is required.

3.3. Strong Customer Authentication (SCA)

Three different approaches can be used by a TPP to allow the Strong Customer Authentication
by the ASPSP. These three approaches rely on a PSU identification that must be relevant to the
ASPSP (National identifier or Bank customer identifier).

These three approaches are implemented in different ways, depending on the relevant use

case:

- either during the authorisation process (cf. § 3.4), mostly for AISP and PIISP use
cases

- or during the consent management process, for instance in case of Payment Request
(cf. §4.5)
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3.3.1. Redirect Approach

Through the Redirect approach, the PSU authentication process is fully processed by the
ASPSP.

In order to allow this, the TPP has to redirect the PSU to the ASPSP authentication service,
meaning the PSU will leave temporarily the TPP interface for authenticating towards the ASPSP

interface.

The TPP might have already captured a PSU identifier that can be handled by the ASPSP for
unambiguously recognizing the PSU. In this case this identifier might be forwarded through the

redirection.

After finalisation of the authentication, the ASPSP redirects the PSU back to the TPP interface.

3.3.2. Decoupled approach

Through the Decoupled approach, the PSU authentication process is fully processed by the
ASPSP.

In order to allow this the TPP has to capture a PSU identifier that can be handled by the ASPSP
for unambiguously recognizing the PSU, and to forward this identifier to the ASPSP.

Based on this identifier, the ASPSP will trigger a Strong Customer Authentication through a
decoupled device or application, meaning that the PSU will not leave the TPP interface during

the authentication process.

3.3.3. Embedded approach

Through the Embedded approach, the PSU authentication process involves the TPP that will

forward one or two authentication factor, these factors being:

- One “Knowledge” factor, e.g. an unlock PIN known by the PSU
- One “Possession” factor, e.g.
o a One-Time Password sent by the ASPSP on a separate device or application
owned by the PSU
o aresponse to a challenge sent by the ASPSP on a separate device or
application owned by the PSU
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3.4. Authorization

3.4.1. Levels of authorization

The following levels of authorization may be checked and combined in order to compute the

effective rights granted to the TPP:

AUTHORIZATION
DESCRIPTION
LEVEL

Once the TPP has been registered for a given role, it can call any of the PSD2 features provided
by an ASPSP through the STET PSD2 API for this role.

Authorization by TPP-ASPSP The TPP can call any of the additional (non PSD2) features provided by an ASPSP through the
agreement STET PSD2 API, provided there is a bilateral agreement to use these features.

If the PSU has contracted with a TPP, he/she must

Authorization by TPP role

Authorization by TPP-PSU - Give a list of the ASPSPs that it allows the TPP to access
Process an SCA against each of those relevant ASPSPs that will further allow the

agreement
TPP to access the PSU data.

The PSU is able to specify his/her PSU context detailing, for each of its relevant accounts:

Authorization by PSU context - If this account will be accessible or not by the TPP
- Which features can be used by the TPP
The PSU can modify at any time his/her PSU context.

3.4.2. AISP and PIISP authorization levels

Since a TPP is acting on behalf of a PSU being a PAO, the PSD2 use cases that are linked with

AISP and PIISP roles require the following authorization levels:

- Authorization by Role
- Authorization by TPP-PSU agreement
- Authorization by PSU context

3.4.2.1. List of the relevant ASPSPs

When contracting with a TPP, the PSU will provide a list of the ASPSPs that it allows the TPP to

access. This list may not be exhaustive and so may not include some of the PSU’s ASPSPs.

3.4.2.2. Registration of the TPP-PSU agreement by each ASPSP

This registration is due to enable the further access of the TPP to the PSU’s data that is hosted
by a given ASPSP by providing the TPP with an OAUTH2 access token.

AISP scope

The OAUTH2 scope requested by an AISP can be one of the following values:
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_ “aispll

- “aisp extended_transaction_history”
The first scope value allows the AISP accessing all accessible accounts and data allowed by
the PSU until expiration of the by-law specified delay between two SCAs. However, the value
does not allow requesting an extended transaction history, i.e. history including transactions

older than 90 days.

The second scope value allows the AISP accessing all accessible accounts and data allowed
by the PSU until expiration of the by-law specified delay between two SCAs. It also allows

reguesting an extended transaction history.

However this “aisp extended_transaction_history” scope will be restricted to “aisp” by the
ASPSP during the first token refresh. Thus:

- The AISP will be able to ask for an extended transaction history with the very first
access token retrieved after a token request. So, In this case a single SCA will be
required and used to get the token and to ask for an extended transaction history.

- Any further extended transaction history request will be considered as out of scope
(cf. §3.4.2.3)

PIISP scope

The OAUTH2 scope requested by a PIISP can only be “piisp”.

Redirect Approach for AISP and PIISP

The registration process relies on an OAUTH2 sequence for obtaining an Authorization Code

Grant (cf. https://tools.ietf.org/html/rfc6749#section-4.1) and can be summarized through the

following steps.

® L

Customer

Customer’s Bank
AISP/PIISP
(PSU) / (ASPSP)

Contract Agreement: >

- Request for PSU’s BANK

Redirection of the PSU

towards the ASPSP

- Request for PSU’s Identification + SCA + consent

<«——Supply of the OAUTH2 Access Token (+ refresh)

AISP Redirect SCA
———  Access to the PSU's accounts data—————————

-«——Supply of the QAUTH2 Access Token (+ refresh)
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- The PSU specifies, to the TPP, the identity of one of its ASPSPs

- The TPP initiates the OAUTH2 sequence by redirecting the PSU to the relevant
ASPSP’s authorization infrastructure, through the following URL pattern and

parameters

| GET /authorize?response_type=code&client_id={clientld}&redirect_uri={redirectUrl}&scope={scope}|{&state={state}]

TYPE AND
PATA CONSTRAINS
String[10]
response_type [1..1] Expected type of token Must be valued with
“code”
String[34] must be equal
to the
Organizationldentifier
client_id [1..1] | TPP identification part of the Distinguished
Name of the eIDAS
certificate, according to
ETSI specification
redirect_uri [0..1] Call-back URL of the TPP String[140]
Specifies the generic accreditations that both the
PSU and the TPP agreed on:
- For AISP String[140]
scope [0..1] o aisp Space delimited roles
o extended_transaction_history | list.
- for PlIISP
o piisp.
state [0.1] Internal state that can be used by the TPP for String[34]
context management.
- The ASPSP

o l|dentifies and authenticates the PSU
o Computes the relevant TPP checks (roles, validity, non-revocation...)

- Afterwards, the ASPSP redirects the PSU to the TPP, using the previously given call-
back URL (redirect_uri) and the following parameters:

TYPE AND
NAME DATA CONSTRAINS
code [1.1] Short-time code to use in order to get the String[34]
access token
state [0..1] Internal state if provided by the TPP String[34]

- In order to get the access token, the TPP is now able to call, through a POST
request, the ASPSP’s authorization infrastructure with the following parameters.

TYPE AND
NS DIl CONSTRAINS
String[34]
grant_type [1..1] Requested authorization type Must be valued with
“authorization_code”
code [1.1] Short-time code previously provided by the String[34]

ASPSP
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b2 DIUA CONSTRAINS
String[140]

Must be equal to the one
redirect_uri [1..1] Call-back URL of the TPP provided during the
authorization code
request

String[34] must be equal
to the
Organizationldentifier part
client_id [1..1] | TPP identification. of the Distinguished
Name of the eIDAS
certificate, according to
ETSI specification

- The ASPSP
o ldentifies and authenticates the TPP through the presented X.509 certificate
o Computes the relevant TPP checks (roles, validity, non-revocation...)
- The ASPSP answers through a HTTP200 (OK) response that embeds the following
data.

TYPE AND
Nauts Palls CONSTRAINS

access_token [1.1] ?;Toess token provided by the ASPSP to the String[140]
. m 5 String[10]
token,_type [1.1] T'\%Ez\eC ?)f the provided access token (“Bearer” or Must be values with
“Bearer”
. . Token lifetime, in seconds. The token can be .
expires_in [0-1] used several times as far as it is not expired. Numeric
Refresh token that can be used for a future .
refresh_token [0..1] token renewal reguest. String[140]

Embedded Approach

The registration process relies on an OAUTH2 sequence for obtaining a Resource Owner

Password Grant (cf. https://tools.ietf.org/html/rfc6749#section-4.3) and can be summarized

through the following steps.

® L

Cu(s;:;:r;er AISP/PIISP Customer’s Bank
(ASPSP)

LContract Agreement——————————

Request for PSU's Identification + BANK

+ « password »
Request of an OAUTHZ access token
based on the PSU’s ID + « password »

[ AISP Embedded SCA ] ~—Supply of the OAUTH2 Access Token (+ refresh)
——————Access to the PSU’s accounts data————»

- The PSU specifies, to the TPP, the identity of one of his/her ASPSPs and provides

him with
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o His/her identifier against the ASPSP services
o A “password” that is the result of a Strong Customer Authentication applied to
the PSU by the ASPSP.
- The TPP initiates the OAUTH2 sequence by sending the following request directly to
the ASPSP’s Authorisation Service.

POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWDFmMQmFOM2JW
Content-Type: application/x-www-form-urlencoded

grant_type=password&username=johndoe&password=A3ddj3w

TYPE AND
b2 DIUA CONSTRAINS
String[10]
grant_type [1..1] | type of requested grant Must be valued with
“password”’
username [1.1] PSU identification String[34]
String[20]
Result of the
password [1..1] PSU “password” concatenation of a
“knowledge factor” and
a “possession” factor
Specifies the generic accreditations that both the
PSU and the TPP agreed on:
- For AISP String[140]
scope [0..1] o aisp Space delimited roles
o extended_transaction_history | list.
- for PlIISP
o piisp.
- The ASPSP

o ldentifies and authenticates the TPP through the presented X.509 certificate
o Computes the relevant TPP checks (roles, validity, non-revocation...)
- The ASPSP checks the identifier of the PSU and parse the “password” in order to
retrieve and check the “Knowledge” factor and the “Possession” factor, thus

processing the SCA.
- In case of successful SCA, the ASPSP answers through a HTTP200 (OK) response
that embeds the following data.

TYPE AND
NAME DATA CONSTRAINS
access_token [1.1] ?;(I:Dess token provided by the ASPSP to the String[140]
. . 5 String[10]

token,_type [1.1] T&g\% o)f the provided access token (“Bearer” or Must be values with

“Bearer”

. . Token lifetime, in seconds. The token can be .
expires_in [0.1] used several times as far as it is not expired. Numeric
Refresh token that can be used for a future .

refresh_token [0..1] token renewal reguest. String[140]
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3.4.2.3. Use of the access token

The access token must be used within each request within the “Authorization” header, prefixed

by the token type “Bearer”.

If the access token is expired, the request will be rejected with HTTP400 with an error equal to

“invalid_token” and the request can be replayed once the access token has been refreshed.

If the access token scope cannot cover the request (case of extended transaction history

reguest for instance):

- The request will be rejected with HTTP403 with an error equal to “insufficient_scope”

- The refresh token will be revoked so the request could be replayed once a new token,
having the right scope, would have been requested and provided.

- The new refresh token will be valid up to 90 days.

3.4.2.4. Refreshing the Access Token

According to the RFC 6749 (cf. https://tools.ietf.org/html/rfc6749#section-6), the Refresh Token
can be used by the TPP in order to get a refreshed Access Token by the following request.

POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWDFmMmQmFOM2JW
Content-Type: application/x-www-form-urlencoded

grant_type=refresh_token&refresh_token=tGzv3JOkFOXG5Qx2TIKWIA

TYPE AND
NAME DATA CONSTRAINS
Must be valued with
grant_type [1.1] “refresh_token”
refresh_token [1..1] | Value of the provided refresh token

Specifies the generic accreditations that both the

e p s String[140]
PSU and the TPP agreed on: “aisp” or “piisp”. L
scope [0..1] “extended_transaction_history” is not allowed in Esaace delimited roles
this case. '
- The ASPSP

o ldentifies and authenticates the TPP through the presented X.509 certificate
o Computes the relevant TPP checks (roles, validity, non-revocation...)
- The ASPSP answers through a HTTP200 (OK) response that embeds the following

data.
TYPE AND
NAME DATA CONSTRAINS
access_token [1.1] ?I(;(’:Dess token provided by the ASPSP to the String[140]
. « ) String[10]
token,_type [1.1] T'%po)\% o)f the provided access token (“Bearer” or Must be values with
“Bearer”
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TYPE AND
b2 DIUA CONSTRAINS
. . Token lifetime, in seconds. The token can be .
EXpires_tn [0..1] used several times as far as it is not expired. Numeric
Refresh token that can be replace the previous .
refresh_token [0..1] refresh token. String[140]

If the refresh token has been revoked, the request will be rejected with HTTP400 and an error

equal to “invalid grant”.

3.4.2.5. Refresh Token Revocation
The refresh token provided to an AISP is de facto revoked by the ASPSP

- After timeout of the by-law specified delay between two SCAs.
- After reject of a request for insufficient scope in order to allow the AISP to request
another token with the desired scope.
The TPP is also able to ask for the revocation of the refresh token, according to RFC 7009 (cf.
https://tools.ietf.org/html/rfc7009) through the following request.

POST /revoke HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded
Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW

token=45ghiukldjahdnhzdauz&token_type_hint=refresh_token

TYPE AND
NAME DATA CONSTRAINS
token [1.1] Token to be revoked by the ASPSP. String[140]
token_type_hint | [0..1] Information about the type of token to be ‘l‘\/lust be vaIues; with
revoked refresh_token

3.4.2.6. PSU context model

The PSU context can be seen as a collection of individual accreditations.
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Q Accreditations

‘l?‘;

1 ‘ - accreditee ‘ 1 ‘ - accreditor

| AccountInfor mationServiceProvider | Agcreditation | PaymentServiceUser H Ac icingPay
[ psuld ; Psuld [E¢; pspld : BIC
‘ | 0Owns ]l
Holds
1.+
» 1 W 1.4 1.7 L
Q ThirdPartyProvider Q BankAccount g AccountOperations Q CustomerBankAccount
(S tppld : ThirdPartyProviderldentifier (S Acctld : Accountld 5 acddd : IBAN
1
I*I
wenumerations
AccountOperation
= ntemalBankAccoun t = palances
| Eg Coy: String = transactions
[Egg Nm : String = amountCoverage
S Tp : ExternalCashAccountTypelCode = transferInitiation

This collection is specific to a given PSU, a given TPP and a given ASPSP.

Each single accreditation relies on a specific account that is owned by the PSU and is held by
the ASPSP. It specifies which pieces of data (transactions, balances) the TPP is allowed to

carry out on this account.

The PSU can choose to manage this context with the AISP, or with the ASPSP, by using one of

the following consent management models.

PSU context managed with the AISP

In this model, the AISP is responsible of

e The capture of the PSU choices:

e The PSU specifies to the AISP which account and piece of data should
be accessed or not.
e At any time, the PSU can edit his/her consent choices

e The execution of the PSU choices: The AISP has the responsibility to respect the
PSU choices and not to access any data that it has not been granted for;

Thus in this model, the ASPSP might not have any clue about the PSU’s choices and thus could
be unable to check the legitimacy of the AISP’s requests.

However, the AISP must keep the ASPSP informed that this consent management model is
applied by setting a [PSU-Account-Consent-Responsibility] HTTP Header to the “BY-AISP”

value in each of its API request.
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If this header value is set to “BY-ASPSP”, the second consent management model is applied.

PSU context managed with the ASPSP

In this model, the ASPSP is responsible of

e The capture of the PSU choices:

e The PSU specifies to the ASPSP which account and piece of data
should be accessed or not by the AISP.

e By default, without any explicit specification by the PSU, all available
payment accounts and pieces of data will be made accessible to the
AISP.

e At any time, the PSU can edit his/her consent choices. A PSU is also
able to anticipate his/her consent choices, prior to any contract with an
AISP, if a given ASPSP provides such OPT-OUT services.

e The execution of the PSU choices: The ASPSP must check the legitimacy of each of
the AISP’s requests against the consent choices of the PSU

The AISP will then get from the ASPSP the map of all accessible accounts and pieces of data.

3.4.3. PISP authorization levels
3.4.3.1. General rules

For Payment Request on behalf of a Merchant and Transfer Request on behalf of a Donor of
Order, the law requires a SCA, unless exemption cases. This SCA will embed the PSU’s

consent to the subsequent Credit Transfer.

That for, the PSD2 use cases that are linked with the PISP role only require an “Authorization by

Role” authorization level for accessing the ASPSP API services.

However, It must be noticed that a PAO may ask to be placed under an OPT-OUT statement by

its ASPSPs, avoiding any incoming Payment Request to be processed on its accounts.

3.4.3.2. Registration of the TPP access

The registration of the TPP by the ASPSP relies on an OAUTH2 sequence for obtaining a Client
Credential (cf. https://tools.ietf.org/html/rfc6749#section-4.1) and can be summarized through

the following steps.
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TPP & ASPSP [TPP registration Interface)

1: TokenRegquest

2: Access Token
4:: ...................................................

- The TPP sends directly, through a POST request, its access token request to the
ASPSP authorization infrastructure with the following URL pattern and parameters

‘ GET /token?grant_type=client_credentials&scope={scope}

TYPE AND
NS el CONSTRAINS

String[34]

grant_type [1..1] Requested authorization type Must be valued with
“client_credentials”
String[140]

scope [0.1] Specifies the generic accreditations that both the Space delimited roles

- PSU and the TPP agreed on: PISP. list.
Default value is “PISP”
- The ASPSP

o ldentifies and authenticates the TPP through the presented X.509 certificate
o Computes the relevant TPP checks (roles, validity, non-revocation...)
- The ASPSP answers through a HTTP200 (OK) response that embeds the following

data.
TYPE AND
NAME DATA CONSTRAINS
access_token [1.1] ?g%ess token provided by the ASPSP to the String[140]
. . 5 String[10]

token_type [1.1] T'\}/l&% o)f the provided access token (“Bearer” or Must be values with

“Bearer”
expires._in [0..1] Token lifetime, in seconds. The token can be Numeric

used several times as far as it is not expired.

The access token must be used within each request within the “Authorization” header, prefixed

by the token type “Bearer”.

If the access token is expired, the request will be rejected with HTTP400 with an error equal to

“‘invalid_token” and the request can be replayed once a new client credentials token has been

requested and provided.
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3.5. Applicative authentication

Each request sent by the TPP has to be signed using http-signature mechanism which is

specified by the following IETF draft-paper:

e https://datatracker.ietf.org/doc/draft-cavage-http-signatures/

The way it should be implemented is the following

- Computing a SHA256 digest of the HTTP body and adding this digest as an extra
HTTP header.
- Using a specific Qualified Certificate (QSealC), respecting the ETSI/TS119495
Technical Specification, in order to apply a RSA-SHA256 signature on
o all headers that are present in the HTTP request, including the previously
computed digest
o on the specific “(request-target)” field which if specified by the IETF draft-
paper
- Adding this signature within an extra HTTP header embedding
o The key identifier which must specify the way to get the relevant qualified
certificate
o The algorithm that has been used
o The list of headers that have been signed
o The signature itself.

In case of absent or invalid signature, the request will be rejected with HTTP400.

3.6. Fraud detection oriented information

Whenever the TPP is able to provide the information relating to its connection with the PSU, the
following extra HTTP-headers must be set within the HTTP request in order to allow the ASPSP

to integrate this information into its own fraud detection process.

Moreover these headers can be considered as proof of the PSU being connected.
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DATA COMMENT EXTRA HTTP HEADER

In regards with GDPR rules,
this must be subject to PSU’s PSU-IP-Address
consent

IP Address of the PSU terminal when
connecting to the TPP

IP Port of the PSU terminal when

connecting to the TPP PSU-IP-Port

HTTP Method used for the most relevant

PSU’s terminal request to the TTP PSU-HTTP-Method

Timestamp of the most relevant PSU’s

terminal request to the TTP FRILARETE

“User-Agent” header field sent by the
PSU terminal when connecting to the PSU-User-Agent
TPP

“Referer” header field sent by the PSU

terminal when connecting to the TPP Pl RE R

“Accept” header field sent by the PSU

terminal when connecting to the TPP PSU-Accept

“Accept-Charset” header field sent by
the PSU terminal when connecting to the PSU-Accept-Charset
TPP

“Accept-Encoding” header field sent by
the PSU terminal when connecting to the PSU-Accept-Encoding
TPP

“Accept-Language” header field sent by
the PSU terminal when connecting to the PSU-Accept-Language
TPP

3.7. Specific HTTP messages to be used

HTTP
MESSAGE CODE SIGNIFIANCE

e e e e XS rremens.An vt
RESOURCE_UNKNOWN 404 If ressourceld in path

PERIOD_INVALID 400 Requested time period out of bound.

ACCESS_EXCEEDED 429 The access on the account has been exceeding the consented multiplicity per day.
REQUESTED_FORMATS 206 The requested formats in the Accept header entry are not matching the formats
_INVALID offered by the ASPSP.
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3.8. STET PSD2 API technical summary

TOPIC

Access network

CHOICE

Internet

COMMENT

Network protocol

HTTP 1.1 (Minimum)

Data encryption

o TLS1.2 Could be enforced through STS and/or PFS
Cross-authentication
One of the following token modes
AT ZE e [Friaeal Ol - Authorization Code Grant (AISP, PIISP)
- Client credential (PISP)
o In respect of the Richardson Maturity Model, on level three in
Applicative protocol REST

order to provide HYPERMEDIA links.

Applicative authentication

http-signature

Notice this is actually an IETF draft, waiting for approval and so
subject to some madifications.

https://datatracker.ietf.org/doc/draft-cavage-http-signatures/

PSU Strong Customer

REDIRECT, DECOUPLED

Authentication approaches or EMBEDDED
Data format JSON/UTF8 With use of ISO20022 based data structures
Technical documentation SWAGGER 2.0
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4. Functional model

The functional model focuses on the business and functional processes.

Further details are specified within the applicative model which is provided through a

SWAGGER 2.0 file and some log examples that illustrate relevant use cases (cf. 8 5 and

further) on these topics:

4.1.

Technical data formats
Error cases
HYPERMEDIA links

Retrieval of the PSU accounts (AISP)

4.1.1. Prerequisites

The TPP has been registered by the Registration Authority for the AISP role.
The TPP and the PSU have a contract that has been enrolled by the ASPSP

o At this step, the ASPSP has delivered an OAUTH2 “Authorization Code” or

“Resource Owner Password” access token to the TPP (cf. § 3.4.2).

The PSU has chosen to manage the accessibility on his/her individual accounts, with
the AISP or with the ASPSP.
The TPP and the ASPSP have successfully processed a mutual check and
authentication
The TPP has presented its OAUTH2 “Authorization Code” or “Resource Owner
Password” access token which allows the ASPSP to identify the relevant PSU and
retrieve the linked PSU context (cf. § 3.4.2) if any.

4.1.2. Business flow

The TPP sends a request to the ASPSP for retrieving the list of the PSU accounts.

The ASPSP retrieves the relevant PSU accounts and builds the answer as an accounts list. The

result may be subject to pagination in order to avoid an excessive result set.

Each account will be provided with its characteristics, a balance report and the list of

functionalities that have been granted by the PSU to the TPP.

4.1.3. Request content

The API entry point is|(GET /account

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)

w
a1



P stet

The only information provided by the TPP through its request is the OAUTH2 “Authorization

Code” or “Resource Owner Password” access token.

4.1.4. Response content (if no error)

The ASPSP provides the following data:

FIELD

accounts

MULT.
[1.1]

DESC.

List of PSU account that are made available to the TPP

[0.4

PSU account that is made available to the TPP

resourceld

[1.1]

Identification of the account as defined as a resource by the ASPSP

bicFi

[0.1]

1ISO20022: Code allocated to a financial institution by the ISO 9362
Registration Authority as described in ISO 9362 "Banking - Banking
telecommunication messages - Business identification code (BIC)".

accountld

[0..1]

Unique and unambiguous identification for the account between the
account owner and the account servicer.

iban

[0..1]

1ISO20022: International Bank Account Number (IBAN) - identification
used internationally by financial institutions to uniquely identify the
account of a customer.

Further specifications of the format and content of the IBAN can be found
in the standard ISO 13616 "Banking and related financial services -
International Bank Account Number (IBAN)" version 1997-10-01, or later
revisions.

other

[0..1]

1ISO20022: Unique identification of an account, a person or an
organisation, as assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

(1..1]

Name of the identification scheme.

Possible values for the scheme name, partially based on 1ISO20022
external code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a
relationship as defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given
organisation identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by
INSEE, the French National Institute for Statistics and Economic Studies,
to identify an organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by
INSEE, the French National Institute for Statistics and Economic Studies,
to identify an organisation unit in France. It consists of the SIREN
number, followed by a five digit classification number, to identify the local
geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP
being also an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

1ISO20022: Entity that assigns the identification. this could a country code
or any organisation name or identifier that can be recognized by both
parties

name

(1..1]

Label of the PSU account
In case of a delayed debit card transaction set, the name shall specify
the holder name and the imputation date

details

[0..1]

Specifications that might be provided by the ASPSP
- characteristics of the account
- characteristics of the relevant card

linkedAccount

[0..1]

Case of a set of pending card transactions, the APSP will provide the
relevant cash account the card is set up on.

usage

[0..1]

Specifies the usage of the account
- PRIV: private personal account
- ORGA: professional account

cashAccountType

(1..1]

Specifies the type of the account
- CACC: Cash account

product

[0.1]

Product Name of the Bank for this account, proprietary definition

currency

[1.1]

Currency used for the account
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FIELD MULT. DESC.
balances [0..1] list of balances provided by the ASPSP
[1.%] Structure of an account balance
name [1..1] Label of the balance
1ISO20022: structure aiming to carry either an instructed amount or
equivalent amount. Both structures embed the amount and the currency
balanceAmount [1..1] to be used.
API: only instructed amount can be used
1ISO20022: Specifies the currency of the to be transferred amount, which
is different from the currency of the debtor's account. A code allocated to
currency [1..1] a currency by a Maintenance Agency under an international identification
scheme, as described in the latest edition of the international standard
ISO 4217 "Codes for the representation of currencies and funds".
1ISO20022: Amount of money to be moved between the debtor and
amount [1..1] creditor, before deduction of charges, expressed in the currency as
ordered by the initiating party.
Type of balance
- CLBD: (ISO20022 ClosingBooked) Accounting Balance
balanceType [1..1] - XPCD: (ISO20022 Expected) Instant Balance
- VALU: Value-date balance
- OTHR: Other Balance
lastChangeDateTime [0..1] Timestamp of the last change of the balance amount
referenceDate [0..1] Reference date for the balance
. . Identification of the last committed transaction. This is actually useful for
lastCommittedTransaction | [0..1] instant balance.
suStatus [0..1] Relationship between the PSU and the account - Account Holder - Co-
P - account Holder - Attorney
links that can be used for further navigation when browsing Account
links [1.1] Information at one account level _
- ” - balances: link to the balances of a given account
- transactions: link to the transactions of a given account
balances [0..1] hypertext reference
href [1..1] URI to be used
templated [0..1] specifies “truc_e“ if href is a URI template, i.e. with parameters. Otherwise,
” this property is absent or set to false
transactions [0..1] hypertext reference
href [1..1] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise,
templated [0.1] this property is absent or set to false
Links that can be used for further navigation when browsing Account
_links [1..2] Information at top level
- self: link to the list of all available accounts
self [1..1] hypertext reference
href [1..1] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise,
templated (0.1] this property is absent or set to false
first [0..1] hypertext reference
href [1..1] URI to be used
templated [0.1] specifies “true” if href is a URI template, i.e. with parameters. Otherwise,
B this property is absent or set to false
last [0..1] hypertext reference
href [1..1] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise,
templated (0.1] this property is absent or set to false
next [0..1] hypertext reference
href [1..1] URI to be used
templated [0.1] sp_ecifies “true” if href is a URI template, i.e. with parameters. Otherwise,
- this property is absent or set to false
prev [0..1] hypertext reference
href [1..1] URI to be used
templated [0.1] sp_ecifies "trug" if href is a URI template, i.e. with parameters. Otherwise,
this property is absent or set to false

So, for each account, the ASPSP might also provide

- A balance report
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- some hyperlinks in order to specify which further actions can be performed on each
account if allowed by the PSU:
o balance (getting the balances)
o transactions (getting the transactions).
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4.2. Retrieval of an account balances report (AISP)

4.2.1. Prerequisites

- The TPP has been registered by the Registration Authority for the AISP role
- The TPP and the PSU have a contract that has been enrolled by the ASPSP
o At this step, the ASPSP has delivered an OAUTH2 “Authorization Code” or
“Resource Owner Password” access token to the TPP (cf. § 3.4.2).
- The PSU has chosen to manage the accessibility on his/her individual accounts, with
the AISP or with the ASPSP.
- The TPP and the ASPSP have successfully processed a mutual check and
authentication
- The TPP has presented its OAUTH2 “Authorization Code” or “Resource Owner
Password” access token which allows the ASPSP to identify the relevant PSU and
retrieve the linked PSU context (cf. § 3.4.2) if any.
- The TPP has previously retrieved the list of available accounts for the PSU

4.2.2. Business flow
The AISP requests the ASPSP on one of the PSU’s accounts.

The ASPSP answers by providing a balance-report on this account. The balance-report is a list
of balances that shall at least include the accounting balance.

4.2.3. Request content

The API entry point is |GET /accounts/{accountld}/balances|

The AISP provides through its request:

- The OAUTH2 “Authorization Code” or “Resource Owner Password” access token.
- The resource Id of the relevant account, as retrieved from the list of the PSU’s
accounts (cf. § 4.1).

4.2.4. Response content (if no error)

The balance-report provides the following data.

FIELD MULT. DESC.
balances [1..2] List of account balances
[1..%] Structure of an account balance
name [1..2] Label of the balance

1SO20022: structure aiming to carry either an instructed amount or equivalent

amount. Both structures embed the amount and the currency to be used.
balanceAmount [1..2]

API: only instructed amount can be used
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FIELD MULT. DESC.
1SO20022: Specifies the currency of the to be transferred amount, which is
different from the currency of the debtor's account. A code allocated to a
currency [1..1] currency by a Maintenance Agency under an international identification scheme,
as described in the latest edition of the international standard 1ISO 4217 "Codes
for the representation of currencies and funds".
1ISO20022: Amount of money to be moved between the debtor and creditor,
amount [1..2] before deduction of charges, expressed in the currency as ordered by the
initiating party.
Type of balance
- CLBD: (1S020022 ClosingBooked) Accounting Balance
balanceType [1..1] - XPCD: (1ISO20022 Expected) Instant Balance
- VALU: Value-date balance
- OTHR: Other Balance
lastChangeDateTime [0..1] Timestamp of the last change of the balance amount
referenceDate [0..1] Reference date for the balance
lastCommittedTransaction | [0..1] gisggfégation of the last committed transaction. This is actually useful for instant
links that can be used for further navigation when browsing Account Information
at one account level
_links [1.1] - self: link to the balances of a given account
- parent-list: link to the list of all available accounts
- transactions: link to the transactions of a given account
self [1..2] hypertext reference
href [1.1] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this
templated [0..1] ;
property is absent or set to false
parent-list [0..1] hypertext reference
href [1..2] URI to be used
templated [0..1] specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this
" property is absent or set to false
transactions [0..1] hypertext reference
href [1..2] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this
templated [0..1] ;
property is absent or set to false
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4.3.

4.3.1.

4.3.2.

Retrieval of an account transaction set (AISP)

Prerequisites

The TPP has been registered by the Registration Authority for the AISP role
The TPP and the PSU have a contract that has been enrolled by the ASPSP

o At this step, the ASPSP has delivered an OAUTH2 “Authorization Code” or

“Resource Owner Password” access token to the TPP (cf. § 3.4.2).

The PSU has chosen to manage the accessibility on his/her individual accounts, with
the AISP or with the ASPSP.
The TPP and the ASPSP have successfully processed a mutual check and
authentication
The TPP has presented its OAUTH2 “Authorization Code” or “Resource Owner
Password” access token which allows the ASPSP to identify the relevant PSU and
retrieve the linked PSU context (cf. § 3.4.2) is any.
The TPP has previously retrieved the list of available accounts for the PSU

Business flow

The AISP requests the ASPSP on one of the PSU’s accounts. It may specify some selection

criteria.

The ASPSP answers by a set of transactions that matches the query. The result may be subject

to pagination in order to avoid an excessive result set.

4.3.3.

Request content

The API entry point is |GET /accounts/{accountld}/transactions

The AISP provides through its request:

The “OAUTH2 “Authorization Code” or “Resource Owner Password” access token.
The resource Id of the relevant account, as retrieved from the list of the PSU’s
accounts (cf. § 4.1)

the following optional selection criteria:

FIELD MULT. DESC.
Inclusive minimal imputation date of the transactions.
dateTo [0.1]
Transactions having an imputation date equal to this parameter are included within the result.
Exclusive maximal imputation date of the transactions.
dateFrom [0..1]

Transactions having an imputation date equal to this parameter are not included within the result.

afterEntryReference | [0..1]

Specifies the value on which the result has to be computed.

Only the transaction having a technical identification greater than this value must be included
within the result
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4.3.4. Response content (if no error)

The transaction set embeds for each transaction the following data.

FIELD
transactions [1..2] List of transactions
[0..%] structure of a transaction
resourceld [0..1] Identification of the transaction as defined as a resource by the ASPSP
entryReference [0..1] Technical incremental identification of the transaction.
1SO20022: structure aiming to carry either an instructed amount or equivalent
. amount. Both structures embed the amount and the currency to be used.

transactionAmount [1.1]

API: only instructed amount can be used

1SO20022: Specifies the currency of the to be transferred amount, which is different
from the currency of the debtor's account. A code allocated to a currency by a
currency [1..1] Maintenance Agency under an international identification scheme, as described in
the latest edition of the international standard ISO 4217 "Codes for the representation
of currencies and funds".

1SO20022: Amount of money to be moved between the debtor and creditor, before

amount [1.1] deduction of charges, expressed in the currency as ordered by the initiating party.

Accounting flow of the transaction
creditDebitIndicator [1..1] - CRDT: Credit type transaction
- DBIT: Debit type transaction

Type of Transaction
- BOOK: (ISO20022 ClosingBooked) Accounted transaction

status [1.1] - PDNG: (1ISO20022 Expected) Instant Balance Transaction
- OTHR: Other
bookingDate [1..1] Booking date of the transaction on the account

1SO20022: Information supplied to enable the matching of an entry with the items
that the transfer is intended to settle, such as commercial invoices in an accounts'
receivable system.

API: Only one occurrence is allowed

remittancelnformation | [1..1]

| [0..1] Relevant information to the transaction

links that can be used for further navigation when browsing Account Information at
one account level

- self: link to the transactions of a given account

- parent-list: link to the list of all available accounts

_links [1.1] - balances: link to the balances of a given account

- first: link to the first page of the transactions result

- last: link to the last page of the transactions result

- next: link to the next page of the transactions result

- prev: link to the previous page of the transactions result

self [1..2] hypertext reference
href [1.1] URI to be used
templated [0.1] §pecifies "true" if href is a URI template, i.e. with parameters. Otherwise, this property
is absent or set to false
parent-list [0..1] hypertext reference
href [1..2] URI to be used
templated [0..1] §pecifies "true” if href is a URI template, i.e. with parameters. Otherwise, this property
is absent or set to false
balances [0..1] hypertext reference
href [1.1] URI to be used
templated [0.1] _specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this property
is absent or set to false
first [0..1] hypertext reference
href [1..2] URI to be used
templated [0..1] _specifies "true” if href is a URI template, i.e. with parameters. Otherwise, this property
is absent or set to false
last [0..1] hypertext reference
href [1.1] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this property
el 01 is absent or set to false
next [0..1] hypertext reference
href [1..2] URI to be used
templated [0.1] §pecifies "true” if href is a URI template, i.e. with parameters. Otherwise, this property
is absent or set to false
prev [0..1] hypertext reference
| href [1.1] URI to be used
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templated [0..1]

specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this property
is absent or set to false

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)

-



P stet

4.4. Request for payment coverage check (PIISP)

4.4.1. Prerequisites

The TPP has been registered by the Registration Authority for the PIISP role
The TPP and the PSU have a contract that has been registered by the ASPSP

o At this step, the ASPSP has delivered an OAUTH2 “Authorization Code” or

“Resource Owner Password” access token to the TPP (cf. § 3.4.2).

The PSU has chosen to manage the accessibility on his/her individual accounts, with
the AISP or with the ASPSP.
The TPP and the ASPSP have successfully processed a mutual check and
authentication
The TPP has presented its OAUTH2 “Authorization Code” or “Resource Owner
Password” access token which allows the ASPSP to identify the relevant PSU and
retrieve the linked PSU context (cf. § 3.4.2) if any.

4.4.2. Business flow

The PIISP requests the ASPSP for a payment coverage check against either a bank account or

a card primary identifier.

4.4.3. Request content

The API entry point is [POST /funds-confirmations|

The PIISP provides the following data to the ASPSP:

The OAUTH2 “Authorization Code” or “Resource Owner Password” access token.
The following additional parameters.

FIELD MULT. DESC.
paymentCoverage [1.1] Payment coverage request structure. The request must rely either on a cash account
or a payment card.
paymentCoverageRequestld | [1..1] Identification of the payment Coverage Request
payee [0..1] The merchant where the card is accepted as an information to the PSU.
1ISO20022: structure aiming to carry either an instructed amount or equivalent
. amount. Both structures embed the amount and the currency to be used.
instructedAmount [1..1]
API: only instructed amount can be used
1ISO20022: Specifies the currency of the to be transferred amount, which is different
from the currency of the debtor's account. A code allocated to a currency by a
currency [1..1] Maintenance Agency under an international identification scheme, as described in the
latest edition of the international standard 1ISO 4217 "Codes for the representation of
currencies and funds".
amount [1.1] ISOZOQZZ: Amount of money to pe moved between the debtor and_c.rgdi.tor, before
B deduction of charges, expressed in the currency as ordered by the initiating party.
Unique and unambiguous identification for the account between the account owner
accountld [1-1] and the account servicer.
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FIELD MULT.

iban [0..1]

DESC.
1ISO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other [0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification [1..1]

API: alias of an account

schemeName [1..1]

Name of the identification scheme.

Possible values for the scheme name, partially based on 1ISO20022 external code list,
are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five digit
classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also an
AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer [1..1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

4.4.4. Response content (no error)

The result is given by the ASPSP through a structure embedding:

- The processed request
- The result of the processing, being “true” if the coverage has been successfully

checked or false if not.

FIELD MULT. DESC.
Payment coverage request structure. The request must rely either on a cash
request [1..1]
account or a payment card.
paymentCoverageRequestld | [1..1] Identification of the payment Coverage Request
payee [0..1] The merchant where the card is accepted as information to the PSU.
1ISO20022: structure aiming to carry either an instructed amount or equivalent
. amount. Both structures embed the amount and the currency to be used.
instructedAmount [1..1]
API: only instructed amount can be used
1ISO20022: Specifies the currency of the to be transferred amount, which is
different from the currency of the debtor's account. A code allocated to a currency
currency [1..1] by a Maintenance Agency under an international identification scheme, as
described in the latest edition of the international standard 1ISO 4217 "Codes for
the representation of currencies and funds".
1ISO20022: Amount of money to be moved between the debtor and creditor,
amount [1..1] before deduction of charges, expressed in the currency as ordered by the
initiating party.
Unique and unambiguous identification for the account between the account
accountld [1..1] ;
owner and the account servicer.

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)

45



P stet

iban

[0..1]

1ISO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a
customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other

[0.1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[L.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external code
list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by
a specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

result

(1.1]

Result of the coverage check :
- true: the payment can be covered
- false: the payment cannot be covered

“links

[1.1]

links that can be used for further navigation to post another coverage request.

self

[L.1]

hypertext reference

href

[L.1]

URI to be used

templated

[0..1]

specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this
property is absent or set to false
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4.5. Payment initiation on behalf of a merchant (PISP)

4.5.1. Prerequisites

- The TPP has been registered by the Registration Authority for the PISP role

- The TPP was provided with an OAUTH2 “Client Credential” access token by the
ASPSP (cf. § 3.4.3).

- The TPP and the ASPSP have successfully processed a mutual check and
authentication

- The TPP has presented its “OAUTH2 Client Credential” access token

4.5.2. Business flow
45.2.1. Common flow

The PSU buys some goods or services on an e-commerce website held by a merchant. Among
other payment method, the merchant suggests the use of a PISP service. As there is obviously

a contract between the merchant and the PISP, there is no need of such a contract between the
PSU and this PISP to initiate the process.

Case of the PSU that chooses to use the PISP service:

- The merchant forwards the requested payment characteristics to the PISP and
redirects the PSU to the PISP portal.

- The PISP requests from the PSU which ASPSP will be used.

- The PISP prepares the Payment Request and sends this request to the ASPSP. This
request includes:

o The specification of the SCA approaches that are supported by the PISP (any
combination of “REDIRECT”, “EMBEDDED” and “DECOUPLED” values).

o In case of possible REDIRECT or DECOUPLED SCA approach, one or two
call-back URLs to be used by the ASPSP at the finalisation of the
authentication and consent process :

= The first call-back URL will be called by the ASPSP if the Payment
Request is processed without any error or rejection by the PSU

= The second call-back URL is to be used by the ASPSP in case of
processing error or rejection by the PSU. Since this second URL is
optional, the PISP might not provide it. In this case, the ASPSP will
use the same URL for any processing result.

= Both call-back URLS must be used in a TLS-secured request,
including mutual authentication based on each party’s TLS certificate.

o In case of possible “EMBEDDED” or “DECOUPLED” approaches, a PSU
identifier that can be processed by the ASPSP for PSU recognition.

- The ASPSP saves the Payment Request and answers to the PISP. The answer
embeds
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o Alocation link of the saved Payment Request that will be further used to
retrieve the Payment Request and its status information.

o The specification of the chosen SCA approach taking into account both the
PISP and the PSU capabilities.

o In case of chosen REDIRECT SCA approach, the URL to be used by the
PISP for redirecting the PSU in order to perform a SCA.

P G

Customer’s Bank Merchant’s Bank
(ASPSP) (ASPSP)

45.2.2. Redirect SCA approach

Customer Merchant
(PSU) (Psu) PISP
—Closing of the purchase—»
Redirection of the PSU

towards the PISP
-+———Request for PSU’s BANK

——Payment Initiation Request—

Redirection of the PSU
towards the ASPSP

- Request for PSU’s Identification + SCA + consent

Execution of the

[ PISP Redirect SCA ] Credit Transfer

When the chosen SCA approach within the ASPSP answers is set to “REDIRECT”:

- The PISP redirects the PSU to the ASPSP which authenticates the PSU

- The ASPSP asks the PSU to give (or deny) his/her consent to the Payment Request

- The PSU chooses or confirms which of his/her accounts shall be used by the ASPSP
for the future Credit Transfer.

- The ASPSP is then able to initiate the subsequent Credit Transfer

- The ASPSP redirects the PSU to the PISP using one of the call-back URLs provided
within the posted Payment Request

If the PSU neither gives nor denies his/her consent, the Payment Request shall expire and is

then rejected to the PISP. The expiration delay is specified by each ASPSP.
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4.5.2.3. Decoupled SCA approach

y!
Customer Merchant

Customer’s Bank Merchant’s Bank
PISP
(PsU) (PSU) (ASPSP) (ASPSP)
—Closing of the purchase—

Redirection of the PSU
towards the PISP

-« Request for PSU’s |dentification + BANK

Payment Initiation Request

" Including PSU's Identification
Request for SCA + consent
through a decoupled device

Execution of the
Credit Transfer

[ PISP Decoupled SCA ]

When the chosen SCA approach is “DECOUPLED”:

- Based on the PSU identifier provided within the Payment Request by the PISP, the
ASPSP gives the PSU with the Payment Request details and challenges the PSU for
a Strong Customer Authentication on a decoupled device or application.

- The PSU chooses or confirms which of his/her accounts shall be used by the ASPSP
for the future Credit Transfer.

- The ASPSP is then able to initiate the subsequent Credit Transfer

- The ASPSP notifies the PISP about the finalisation of the authentication and consent
process by using one of the call-back URLs provided within the posted Payment
Request

If the PSU neither gives nor denies his/her consent, the Payment Request shall expire and is
then rejected to the PISP. The expiration delay is specified by each ASPSP.
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4.5.2.4. Embedded SCA approach

y

PISP Customer’s Bank Merchant’s Bank
(ASPSP) (ASPSP)

Customer Merchant
{PSU) (PSU)

—Closing of the purchase—»
Redirection of the PSU

towards the PISP
-+——Request for PSU’s Identification + BANK

__ Payment Initiation Request
Including PSU's Identification
Provision of a One-Time Password
through a separate device/application

————Forwarding of the OTP——M8M8M

—Forwarding of the OTP—=

Execution of the
Credit Transfer

[ PISP Embedded SCA]

When the chosen SCA approach within the ASPSP answers is set to “EMBEDDED”:

The TPP informs the PSU that a challenge is needed for completing the Payment

Request processing. This challenge will be one of the following:

o A One-Time-Password sent by the ASPSP to the PSU on a separate device
or application.

o Aresponse computed by a specific device on base of a challenge sent by the
ASPSP to the PSU on a separate device or application.

- The PSU unlock the device or application through a “knowledge factor” and/or an
“inherence factor” (biometric), retrieves the Payment Request details and processes
the data sent by the ASPSP;

- The PSU might choose or confirm which of his/her accounts shall be used by the
ASPSP for the future Credit Transfer when the device or application allows it.

- When agreeing the Payment Request, the PSU enters the resulting authentication

factor through the PISP interface which will forward it to the ASPSP through a

confirmation request (cf. § 4.7)

Case of the PSU neither gives nor denies his/her consent, the Payment Request shall expire

and is then rejected to the PISP. The expiration delay is specified by each ASPSP.

4.5.3. Request content

Whatever the SCA approach, the API entry point is |POST /payment-requests|

The TPP provides through its request:

- The “OAUTH2 Client Credential” token
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- The Payment Request itself through an 1ISO20022 “pain.013” message-based
structure (CreditorPaymentActivationRequest).

This structure embeds only one payment instruction.

FIELD MULT. DESC.
1ISO20022: The PaymentRequestResource message is sent by the Creditor
paymentRequest [1..1] sending party to the Debtor receiving party, directly or through agents. It is used

by a Creditor to request movement of funds from the debtor account to a creditor.

API: Identifier assigned by the ASPSP for further use of the created resource

resourceld [0..1] through AP calls
. 1ISO20022 : Reference assigned by a sending party to unambiguously identify
paymentinformationid (1.1 the payment information block within the message.
. . 1ISO20022: Date and time at which a (group of) payment instruction(s) was
ECENTIPEISITIG .1 created by the instructing party.
numberOfTransactions [1..1] 1SO20022: Number of individual transactions contained in the message.
initiatingParty [1..1] API : Description of a Party which can be either a person or an organization.
1ISO20022: Name by which a party is known and which is usually used to identify
name [1.1] that party.
1ISO20022 : Information that locates and identifies a specific address, as defined
postalAddress [0..1] by postal services.
1ISO20022: Country in which a person resides (the place of a person's home). In
country [1.1] the case of a company, it is the country from which the affairs of that company
are directed.
addressLine [1..1] Unstructured address. The two lines must embed zip code and town hame
[0..2] Address line
organisationld [0..1] 1ISO20022: Unique identification of an account, a person or an organisation, as

assigned by an issuer.

identification [1..1] API: alias of an account

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
schemeName [1..1] organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

1SO20022: Entity that assigns the identification. this could a country code or any

ISSuer (1.1 organisation name or identifier that can be recognized by both parties
. 1ISO20022: Unique identification of an account, a person or an organisation, as
D 1. assigned by an issuer.
| identification [1.1] API: alias of an account
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FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

paymentTypelnformation

[1.1]

1ISO20022: Set of elements used to further specify the type of transaction.

instructionPriority

[0..1]

1SO20022: Indicator of the urgency or order of importance that the instructing
party would like the instructed party to apply to the processing of the instruction.

servicelLevel

1ISO20022: Agreement under which or rules under which the transaction should
be processed. Specifies a pre-agreed service or level of service between the
parties, as published in an external service level code list.

API: Only "SEPA" (SEPA Credit Transfer) or "NURG" (Other Credit Transfer)
values are allowed

locallnstrument

1SO20022: User community specific instrument.

Usage: This element is used to specify a local instrument, local clearing option
and/or further qualify the service or service level.

API: Only "INST" value is allowed in order to ask for an SEPA instant Payment.
Can only be used if ServiceLevel is equal to "SEPA"

categoryPurpose

1ISO20022: Specifies the high level purpose of the instruction based on a set of
pre-defined categories. This is used by the initiating party to provide information
concerning the processing of the payment. It is likely to trigger special processing
by any of the agents involved in the payment chain.

API: The following values are allowed:

- CASH (CashManagementTransfer): Transaction is a general cash
management instruction.

- DVPM (DeliverAgainstPayment): Code used to pre-advise the account servicer
of a forthcoming deliver against payment instruction.

del

btor

[0..1]

API : Description of a Party which can be either a person or an organization.

name

[1.1]

1ISO20022: Name by which a party is known and which is usually used to identify
that party.

postalAddress

[0..1]

1ISO20022 : Information that locates and identifies a specific address, as defined
by postal services.

country

(1.1]

1ISO20022: Country in which a person resides (the place of a person's home). In
the case of a company, it is the country from which the affairs of that company
are directed.

addressLine

[1.1]

Unstructured address. The two lines must embed zip code and town name

[0.2]

Address line

organisationld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[L.1]

API: alias of an account
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FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

privateld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

del

btorAccount

[0..1]

Unique and unambiguous identification for the account between the account
owner and the account servicer.

iban

[0..1]

1ISO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a
customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[L.1]

API: alias of an account
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FIELD

schemeName

MULT.

[L.

1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

.

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

debtorAgent

1]

1ISO20022: Unique and unambiguous identification of a financial institution, as
assigned under an internationally recognised or proprietary identification
scheme.

API: Only <Bicfi> element is allowed

bicFi

L.

1

1ISO20022: Code allocated to a financial institution by the ISO 9362 Registration
Authority as described in ISO 9362 "Banking - Banking telecommunication
messages - Business identification code (BIC)".

creditorAgent

.1

1ISO20022: Unique and unambiguous identification of a financial institution, as
assigned under an internationally recognised or proprietary identification
scheme.

API: Only <Bicfi> element is allowed

bicFi

1]

1ISO20022: Code allocated to a financial institution by the ISO 9362 Registration
Authority as described in ISO 9362 "Banking - Banking telecommunication
messages - Business identification code (BIC)".

creditor

1]

API : Description of a Party which can be either a person or an organization.

name

]

1ISO20022: Name by which a party is known and which is usually used to identify
that party.

postalAddress

1]

1ISO20022 : Information that locates and identifies a specific address, as defined
by postal services.

country

1]

1ISO20022: Country in which a person resides (the place of a person's home). In
the case of a company, it is the country from which the affairs of that company
are directed.

addressLine

1]

Unstructured address. The two lines must embed zip code and town name

2]

Address line

organisationld

1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

|

API: alias of an account
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FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

privateld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

creditorAccount

[1.1]

Unique and unambiguous identification for the account between the account
owner and the account servicer.

iban

[0..1]

1ISO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a
customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[L.1]

API: alias of an account
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FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

u

t

imateCreditor

[0..1]

API : Description of a Party which can be either a person or an organization.

name

[1.1]

1ISO20022: Name by which a party is known and which is usually used to identify
that party.

postalAddress

[0..1]

1ISO20022 : Information that locates and identifies a specific address, as defined
by postal services.

country

[1.1]

1ISO20022: Country in which a person resides (the place of a person's home). In
the case of a company, it is the country from which the affairs of that company
are directed.

addressLine

[1..1]

Unstructured address. The two lines must embed zip code and town name

Address line

organisationld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

privateld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[L.1]

API: alias of an account
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FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made
by a specific bank or similar financial institution to identify a relationship as
defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five
digit classification number, to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

purpose

[0..1]

1ISO20022: Underlying reason for the payment transaction, as published in an
external purpose code list.

API: The following values are allowed for Payment Request

- ACCT (Funds moved between 2 accounts of same account holder at the same
bank)

- CASH (general cash management instruction) may be used for Transfer
Initiation

- COMC Transaction is related to a payment of commercial credit or debit.

- CPKC General Carpark Charges Transaction is related to carpark charges.

- TRPT Transport RoadPricing Transaction is for the payment to top-up pre-paid
card and electronic road pricing for the purpose of transportation

chargeBearer

[0..1]

1ISO20022: Specifies which party/parties will bear the charges associated with
the processing of the payment transaction.

API: The following values are allowed for Payment Request

- SLEV: Charges are to be applied following the rules agreed in the service level
and/or scheme.

paymentinformationStatus

[0..1]

1ISO20022: Specifies the status of the payment information.

API: Mandatory. The following values are allowed to provide the status of the
Payment Request

- ACCP (AcceptedCustomerPrafile): Preceding check of technical validation was
successful. Customer profile check was also successful.

- ACSC (AcceptedSettlementCompleted): Settlement on the debtor's account
has been completed.

- ACSP (AcceptedSettlementinProcess): All preceding checks such as technical
validation and customer profile were successful. Dynamic risk assessment is
now also successful and therefore the Payment Request has been accepted for
execution.

- ACTC (AcceptedTechnicalValidation): Authentication and syntactical and
semantical validation are successful.

- ACWC (AcceptedWithChange): Instruction is accepted but a change will be
made, such as date or remittance not sent.

- ACWP (AcceptedWithoutPosting): Payment instruction included in the credit
transfer is accepted without being posted to the creditor customer’s account.

- RCVD (Received): Payment initiation has been received by the receiving agent.
- PDNG (Pending): Payment request or individual transaction included in the
Payment Request is pending. Further checks and status update will be
performed.

- RICT (Rejected): Payment request has been rejected.

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)



P stet

FIELD

statusReasonInformation

MULT.

[0..1]

DESC.
1ISO20022: Provides detailed information on the status reason.

API: Can only be used in status equal to "RICT". Only the following values are
allowed:

- ACO1 (IncorectAccountNumber): the account number is either invalid or does
not exist

- AC04 (ClosedAccountNumber): the account is closed and cannot be used

- ACO06 (BlockedAccount): the account is blocked and cannot be used

- AGO01 (Transaction forbidden): Transaction forbidden on this type of account
- CUST (RequestedByCustomer): The reject is due to the debtor: refusal or lack
of liquidity

- FFO1 (InvalidFileFormat): The reject is due to the original Payment Request
which is invalid (syntax, structure or values)

- FRAD (FraudulentOriginated): the Payment Request is considered as
fraudulent

- MS03 (NotSpecifiedReasonAgentGenerated): No reason specified by the
ASPSP

- NOAS (NoAnswerFromCustomer): The PSU has neither accepted nor rejected
the Payment Request and a time-out has occurred

- RRO1 (MissingDebtorAccountOrldentification): The Debtor account and/or
Identification are missing or inconsistent

- RR0O3 (MissingCreditorNameOrAddress): Specification of the creditor's name
and/or address needed for regulatory requirements is insufficient or missing.

- RR04 (RegulatoryReason): Reject from regulatory reason

- RR12 (InvalidPartylD): Invalid or missing identification required within a
particular country or payment type.

creditTransferTransaction

[1.1]

1ISO20022: Payment processes required to transfer cash from the debtor to the
creditor.

[1.1]

1ISO20022: Payment processes required to transfer cash from the debtor to the
creditor.

paymentld

[L.1]

1SO20022: Set of elements used to reference a payment instruction.

Resourceld

[0.1]

API: Identifier assigned by the ASPSP for further use of the created resource
through API calls

instructionld

[1.1]

1ISO20022: Unique identification as assigned by an instructing party for an
instructed party to unambiguously identify the instruction.

API: Unique identification shared between the PISP and the ASPSP

endToEndIld

1ISO20022: Unique identification assigned by the initiating party to unambiguously
identify the transaction. This identification is passed on, unchanged, throughout
the entire end-to-end chain.

API: Unique identification shared between the merchant and the PSU

requestedExecutionDate

1ISO20022: Date at which the initiating party requests the clearing agent to
process the payment.

instructedAmount

(1.1]

1ISO20022: structure aiming to carry either an instructed amount or equivalent
amount. Both structures embed the amount and the currency to be used.

API: only instructed amount can be used

currency

[1.1]

1ISO20022: Specifies the currency of the to be transferred amount, which is
different from the currency of the debtor's account. A code allocated to a
currency by a Maintenance Agency under an international identification scheme,
as described in the latest edition of the international standard ISO 4217 "Codes
for the representation of currencies and funds".

amount

1ISO20022: Amount of money to be moved between the debtor and creditor,
before deduction of charges, expressed in the currency as ordered by the
initiating party.

regulatoryReportingCode

[0.1]

Information needed due to regulatory and statutory requirements.
Economical codes to be used are provided by the National Competent Authority

remittancelnformation

1ISO20022: Information supplied to enable the matching of an entry with the items
that the transfer is intended to settle, such as commercial invoices in an
accounts' receivable system.

API: Only one occurrence is allowed

[0.1]

Relevant information to the transaction

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)



P stet

FIELD

transactionStatus

MULT.

[0..1]

DESC.
1ISO20022: Specifies the status of the payment information group.

API: Only the following values are allowed to provide the status of the
subsequent CREDIT TRANSFER to the Payment Request

- RICT: Payment request or individual transaction included in the Payment
Request has been rejected.

- PDNG: (Pending): Payment request or individual transaction included in the
Payment Request is pending. Further checks and status update will be
performed.

- ACSP: All preceding checks such as technical validation and customer profile
were successful and therefore the Payment Request has been accepted for
execution.

- ACSC: Settlement on the debtor's account has been completed

statusReasonlinformation

[0..1]

1ISO20022: Provides detailed information on the status reason.

API: Can only be used in status equal to "RICT". Only the following values are
allowed:

- ACO01 (IncorectAccountNumber): the account number is either invalid or does
not exist

- AC04 (ClosedAccountNumber): the account is closed and cannot be used

- ACO06 (BlockedAccount): the account is blocked and cannot be used

- AGO01 (Transaction forbidden): Transaction forbidden on this type of account
- CUST (RequestedByCustomer): The reject is due to the debtor: refusal or lack
of liquidity

- FFO1 (InvalidFileFormat): The reject is due to the original Payment Request
which is invalid (syntax, structure or values)

- FRAD (FraudulentOriginated): the Payment Request is considered as
fraudulent

- MS03 (NotSpecifiedReasonAgentGenerated): No reason specified by the
ASPSP

- NOAS (NoAnswerFromCustomer): The PSU has neither accepted nor rejected
the Payment Request and a time-out has occurred

- RRO1 (MissingDebtorAccountOrldentification): The Debtor account and/or
Identification are missing or inconsistent

- RR0O3 (MissingCreditorNameOrAddress): Specification of the creditor's name
and/or address needed for regulatory requirements is insufficient or missing.

- RR04 (RegulatoryReason): Reject from regulatory reason

- RR12 (InvalidPartyID): Invalid or missing identification required within a
particular country or payment type.

supplementaryData

[1.1]

1ISO20022: Additional information that cannot be captured in the structured
elements and/or any other specific block.

API: This structure is used to embed the relevant URLs for returning the status
report to the PISP and to specify which SCA approaches are accepted by the
PISP and which has been chosen by the ASPSP

acceptedScaApproach

[0..1]

can only be set by the PISP

SCA approaches that are supported by the PISP. The PISP can provide several
choices separated by commas.

REDIRECT: the PSU is redirected by the TPP to the ASPSP which processes
identification and authentication

DECOUPLED: the TPP identifies the PSU and forwards the identification to the
ASPSP which processes the authentication through a decoupled device
EMBEDDED: the TPP identifies the PSU and forwards the identification to the
ASPSP which starts the authentication. The TPP forwards one authentication
factor of the PSU (e.g. OTP or response to a challenge)

[0.]

combination of possible values for SCA models

appliedScaApproach

[0..1]

The ASPSP, based on the SCA approaches proposed by the PISP, choose the
one that it can processed, in respect with the preferences and constraints of the
PSU and indicates in this field which approach has been chosen

successfulReportUrl

[0..1]

URL to be used by the ASPSP in order to notify the PISP of the finalisation of the
SCA and consent process in REDIRECT and DECOUPLED approach

unsuccessfulReportUrl

[0.1]

URL to be used by the ASPSP in order to notify the PISP of the failure of the
SCA and consent process in REDIRECT and DECOUPLED approach

If this URL is not provided by the PISP, the ASPSP will use the
"successfulReportUrl" even in case of failure of the Payment Request processing
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4.5.4. Response content (if no error)

The ASPSP answers with a “location” link of the saved Payment Request. This link refers to the

resource Id of the saved payment to be used afterwards in order to get Payment request and its

status.

The following data are also provided.

FIELD MULT. DESC.
The ASPSP, based on the SCA approaches proposed by the PISP, choose the one that it
appliedScaApproach | [0..1] can processed, in respect with the preferences and constraints of the PSU and indicates in
this field which approach has been chosen
_links [0..1] links that can be used for further navigation, especially in REDIRECT approach
consentApproval | [0..1] hypertext reference
href [1..2] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this property is
templated [0.1] absent or set to false
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4.6. Retrieval of a Payment Request and its status (PISP)

4.6.1. Prerequisites

- The TPP has been registered by the Registration Authority for the PISP role

- The TPP was provided with an OAUTH2 “Client Credential” access token by the
ASPSP (cf. § 3.4.3).

- The TPP has previously posted a Payment Request which has been saved by the
ASPSP (cf. 8 4.5.3)

o The ASPSP has answered with a location link to the saved Payment Request
(cf. §4.5.4)

- The TPP and the ASPSP have successfully processed a mutual check and
authentication

- The TPP has presented its “OAUTH2 Client Credential” access token

4.6.2. Business flow

The PISP asks to retrieve the Payment Request that has been saved by the ASPSP. The PISP
uses the location link provided by the ASPSP in response of the posting of this request.

The ASPSP returns the previously posted Payment Request which is enriched with:

- The resource identifiers given by the ASPSP
- The status information of the Payment Request and of the subsequent credit transfer

The status information must be available during at least 30 calendar days after the posting of
the Payment Request. However, the ASPSP may increase this availability duration, based on its

own rules.

4.6.3. Request content

The API entry point is (GET /payment-requests/{paymentRequestld}

The PISP provides through its request:

- The “OAUTH2 Client Credential” token
- The resource Id of the saved Payment Request

4.6.4. Response content (if no error)

The response given by the ASPSP includes the previously posted Payment Request which has

been enriched

- With the resource Id of the Payment Request that has been created by the ASPSP
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- With the status of the Payment Request and the payment instructions

The resource Id of the Payment Request is the one to be used when asking for a given

resource through the API.

FIELD

paymentRequest

(1.1]

1SO20022: The PaymentRequestResource message is sent by the Creditor
sending party to the Debtor receiving party, directly or through agents. It is
used by a Creditor to request movement of funds from the debtor account to
a creditor.

resourceld

[0..1]

API: Identifier assigned by the ASPSP for further use of the created resource
through API calls

paymentinformationlid

(1.1]

1ISO20022 : Reference assigned by a sending party to unambiguously
identify the payment information block within the message.

creationDateTime

[1.1]

1ISO20022: Date and time at which a (group of) payment instruction(s) was
created by the instructing party.

numberOfTransactions

[1.1]

1SO20022: Number of individual transactions contained in the message.

initiatingParty

[1.1]

API : Description of a Party which can be either a person or an organization.

name

(1.1]

1SO20022: Name by which a party is known and which is usually used to
identify that party.

postalAddress

[0.1]

1ISO20022 : Information that locates and identifies a specific address, as
defined by postal services.

country

[1.1]

1SO20022: Country in which a person resides (the place of a person's home).
In the case of a company, it is the country from which the affairs of that
company are directed.

addressLine

[1.1]

Unstructured address. The two lines must embed zip code and town hame

[0.2]

Address line

organisationld

[0.1]

1ISO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

privateld

[0..1]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

| identification

[1.1]

API: alias of an account
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FIELD

schemeName

MULT.

[L.

1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

]

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

paymentTypelnformation

|

1ISO20022: Set of elements used to further specify the type of transaction.

instructionPriority

]

1SO20022: Indicator of the urgency or order of importance that the instructing
party would like the instructed party to apply to the processing of the
instruction.

servicelLevel

L.

1]

1ISO20022: Agreement under which or rules under which the transaction
should be processed. Specifies a pre-agreed service or level of service
between the parties, as published in an external service level code list.

API: Only "SEPA" (SEPA Credit Transfer) or "NURG" (Other Credit Transfer)
values are allowed

locallnstrument

]

1SO20022: User community specific instrument.

Usage: This element is used to specify a local instrument, local clearing
option and/or further qualify the service or service level.

API: Only "INST" value is allowed in order to ask for an SEPA instant
Payment. Can only be used if ServiceLevel is equal to "SEPA"

categoryPurpose

[o..

1

1ISO20022: Specifies the high level purpose of the instruction based on a set
of pre-defined categories. This is used by the initiating party to provide
information concerning the processing of the payment. It is likely to trigger
special processing by any of the agents involved in the payment chain.

API: The following values are allowed:

- CASH (CashManagementTransfer): Transaction is a general cash
management instruction.

- DVPM (DeliverAgainstPayment): Code used to pre-advise the account
servicer of a forthcoming deliver against payment instruction.

del

btor

1]

API : Description of a Party which can be either a person or an organization.

name

]

1ISO20022: Name by which a party is known and which is usually used to
identify that party.

postalAddress

]

1SO20022 : Information that locates and identifies a specific address, as
defined by postal services.

country

1.

1

1SO20022: Country in which a person resides (the place of a person's home).
In the case of a company, it is the country from which the affairs of that
company are directed.

addressLine

[L.

1]

Unstructured address. The two lines must embed zip code and town name

[0.

2]

Address line

organisationld

[0..

1]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

| identification

L.

1]

API: alias of an account
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FIELD

schemeName

MULT.

(1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

privateld

[0.1]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

debtorAccount

[0..1]

Unigque and unambiguous identification for the account between the account
owner and the account servicer.

iban

[0..1]

1SO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a
customer.

Further specifications of the format and content of the IBAN can be found in
the standard ISO 13616 "Banking and related financial services -
International Bank Account Number (IBAN)" version 1997-10-01, or later
revisions.

other

(0..1]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

| identification

[1..1]

API: alias of an account
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FIELD

schemeName

MULT.

[1.

1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

1.

1

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

debtorAgent

[0..

1

1SO20022: Unigue and unambiguous identification of a financial institution,
as assigned under an internationally recognised or proprietary identification
scheme.

API: Only <Bicfi> element is allowed

bicFi

L.

1]

1SO20022: Code allocated to a financial institution by the ISO 9362
Registration Authority as described in ISO 9362 "Banking - Banking
telecommunication messages - Business identification code (BIC)".

creditorAgent

]

1SO20022: Unigue and unambiguous identification of a financial institution,
as assigned under an internationally recognised or proprietary identification
scheme.

API: Only <Bicfi> element is allowed

bicFi

]

1ISO20022: Code allocated to a financial institution by the 1ISO 9362
Registration Authority as described in ISO 9362 "Banking - Banking
telecommunication messages - Business identification code (BIC)".

creditor

]

API : Description of a Party which can be either a person or an organization.

name

]

1ISO20022: Name by which a party is known and which is usually used to
identify that party.

postalAddress

]

1SO20022 : Information that locates and identifies a specific address, as
defined by postal services.

country

]

1SO20022: Country in which a person resides (the place of a person's home).
In the case of a company, it is the country from which the affairs of that
company are directed.

addressLine

]

Unstructured address. The two lines must embed zip code and town nhame

Address line

organisationld

]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

| identification

|

API: alias of an account
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FIELD

schemeName

MULT.

(1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

privateld

[0.1]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

creditorAccount

[1.1]

Unigque and unambiguous identification for the account between the account
owner and the account servicer.

iban

[0..1]

1SO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a
customer.

Further specifications of the format and content of the IBAN can be found in
the standard ISO 13616 "Banking and related financial services -
International Bank Account Number (IBAN)" version 1997-10-01, or later
revisions.

other

(0..1]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

| identification

[1..1]

API: alias of an account

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)

66



P stet

FIELD

schemeName

MULT.

[1.

1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

1.

1

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

ultimateCreditor

[0..

1]

API : Description of a Party which can be either a person or an organization.

name

1.

1

1ISO20022: Name by which a party is known and which is usually used to
identify that party.

postalAddress

]

1ISO20022 : Information that locates and identifies a specific address, as
defined by postal services.

country

1.

1

1SO20022: Country in which a person resides (the place of a person's home).
In the case of a company, it is the country from which the affairs of that
company are directed.

addressLine

[L.

1]

Unstructured address. The two lines must embed zip code and town name

[0.

2]

Address line

organisationld

]

1ISO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

identification

L.

1]

API: alias of an account

schemeName

[L.

1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[L.

1]

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

privateld

[0.

1]

1SO20022: Unique identification of an account, a person or an organisation,
as assigned by an issuer.

| identification

L

1]

API: alias of an account
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FIELD

schemeName

MULT.

(1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on ISO20022 external
code list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment
made by a specific bank or similar financial institution to identify a relationship
as defined between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE,
the French National Institute for Statistics and Economic Studies, to identify
an organisation unit in France. It consists of the SIREN number, followed by
a five digit classification number, to identify the local geographical unit of that
entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to
identify the national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being
also an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1SO20022: Entity that assigns the identification. this could a country code or
any organisation name or identifier that can be recognized by both parties

purpose

[0..1]

1SO20022: Underlying reason for the payment transaction, as published in an
external purpose code list.

API: The following values are allowed for Payment Request

- ACCT (Funds moved between 2 accounts of same account holder at the
same bank)

- CASH (general cash management instruction) may be used for Transfer
Initiation (R-PISP)

- COMC Transaction is related to a payment of commercial credit or debit.

- CPKC General Carpark Charges Transaction is related to carpark charges.
- TRPT Transport RoadPricing Transaction is for the payment to top-up pre-
paid card and electronic road pricing for the purpose of transportation

chargeBearer

[0.1]

1ISO20022: Specifies which party/parties will bear the charges associated
with the processing of the payment transaction.

API: The following values are allowed for Payment Request

- SLEV: Charges are to be applied following the rules agreed in the service
level and/or scheme.

paymentinformationStatus

[0..1]

1SO20022: Specifies the status of the payment information.

API: Mandatory. The following values are allowed to provide the status of the
Payment Request

- ACCP (AcceptedCustomerProfile): Preceding check of technical validation
was successful. Customer profile check was also successful.

- ACSC (AcceptedSettlementCompleted): Settlement on the debtor's account
has been completed.

- ACSP (AcceptedSettlementinProcess): All preceding checks such as
technical validation and customer profile were successful. Dynamic risk
assessment is now also successful and therefore the Payment Request has
been accepted for execution.

- ACTC (AcceptedTechnicalValidation): Authentication and syntactical and
semantical validation are successful.

- ACWC (AcceptedwWithChange): Instruction is accepted but a change will be
made, such as date or remittance not sent.

- ACWP (AcceptedWithoutPosting): Payment instruction included in the
credit transfer is accepted without being posted to the creditor customer's
account.

- RCVD (Received): Payment initiation has been received by the receiving
agent.

- PDNG (Pending): Payment request or individual transaction included in the
Payment Request is pending. Further checks and status update will be
performed.

- RJCT (Rejected): Payment request has been rejected.
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FIELD

statusReasoninformation

MULT.

[o.

1]

DESC.
1SO20022: Provides detailed information on the status reason.

API: Can only be used in status equal to "RICT". Only the following values
are allowed:

- ACO01 (IncorectAccountNumber): the account number is either invalid or
does not exist

- AC04 (ClosedAccountNumber): the account is closed and cannot be used
- ACO06 (BlockedAccount): the account is blocked and cannot be used

- AGO01 (Transaction forbidden): Transaction forbidden on this type of
account

- CUST (RequestedByCustomer): The reject is due to the debtor: refusal or
lack of liquidity

- FFO1 (InvalidFileFormat): The reject is due to the original Payment Request
which is invalid (syntax, structure or values)

- FRAD (FraudulentOriginated): the Payment Request is considered as
fraudulent

- MS03 (NotSpecifiedReasonAgentGenerated): No reason specified by the
ASPSP

- NOAS (NoAnswerFromCustomer): The PSU has neither accepted nor
rejected the Payment Request and a time-out has occurred

- RRO1 (MissingDebtorAccountOrldentification): The Debtor account and/or
Identification are missing or inconsistent

- RR0O3 (MissingCreditorNameOrAddress): Specification of the creditor's
name and/or address needed for regulatory requirements is insufficient or
missing.

- RR04 (RegulatoryReason): Reject from regulatory reason

- RR12 (InvalidPartyID): Invalid or missing identification required within a
particular country or payment type.

creditTransferTransaction

]

1SO20022: Payment processes required to transfer cash from the debtor to
the creditor.

]

1SO20022: Payment processes required to transfer cash from the debtor to
the creditor.

paymentld

.1

1SO20022: Set of elements used to reference a payment instruction.

Resourceld

]

API: Identifier assigned by the ASPSP for further use of the created resource
through API calls

instructionld

]

1ISO20022: Unique identification as assigned by an instructing party for an
instructed party to unambiguously identify the instruction.

API: Unique identification shared between the PISP and the ASPSP

endToEndld

L.

1]

1ISO20022: Unique identification assigned by the initiating party to
unambiguously identify the transaction. This identification is passed on,
unchanged, throughout the entire end-to-end chain.

API: Unique identification shared between the merchant and the PSU

requestedExecutionDate

[1.

1]

1SO20022: Date at which the initiating party requests the clearing agent to
process the payment.

instructedAmount

1.

1

1ISO20022: structure aiming to carry either an instructed amount or equivalent
amount. Both structures embed the amount and the currency to be used.

API: only instructed amount can be used

currency

]

1SO20022: Specifies the currency of the to be transferred amount, which is
different from the currency of the debtor's account. A code allocated to a
currency by a Maintenance Agency under an international identification
scheme, as described in the latest edition of the international standard 1ISO
4217 "Codes for the representation of currencies and funds".

amount

]

1SO20022: Amount of money to be moved between the debtor and creditor,
before deduction of charges, expressed in the currency as ordered by the
initiating party.

regulatoryReportingCode

]

Information needed due to regulatory and statutory requirements.
Economical codes to be used are provided by the National Competent
Authority

remittancelnformation

]

1ISO20022: Information supplied to enable the matching of an entry with the
items that the transfer is intended to settle, such as commercial invoices in an
accounts' receivable system.

API: Only one occurrence is allowed

]

Relevant information to the transaction
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FIELD

transactionStatus

MULT.

[0..1]

DESC.
1ISO20022: Specifies the status of the payment information group.

API: Only the following values are allowed to provide the status of the
subsequent CREDIT TRANSFER to the Payment Request

- RICT: Payment request or individual transaction included in the Payment
Request has been rejected.

- PDNG: (Pending): Payment request or individual transaction included in the
Payment Request is pending. Further checks and status update will be
performed.

- ACSP: All preceding checks such as technical validation and customer
profile were successful and therefore the Payment Request has been
accepted for execution.

- ACSC: Settlement on the debtor's account has been completed

statusReasonInformation

[0.1]

1SO20022: Provides detailed information on the status reason.

API: Can only be used in status equal to "RIJCT". Only the following values
are allowed:

- ACO01 (IncorectAccountNumber): the account number is either invalid or
does not exist

- AC04 (ClosedAccountNumber): the account is closed and cannot be used
- ACO06 (BlockedAccount): the account is blocked and cannot be used

- AGO01 (Transaction forbidden): Transaction forbidden on this type of
account

- CUST (RequestedByCustomer): The reject is due to the debtor: refusal or
lack of liquidity

- FFO1 (InvalidFileFormat): The reject is due to the original Payment Request
which is invalid (syntax, structure or values)

- FRAD (FraudulentOriginated): the Payment Request is considered as
fraudulent

- MS03 (NotSpecifiedReasonAgentGenerated): No reason specified by the
ASPSP

- NOAS (NoAnswerFromCustomer): The PSU has neither accepted nor
rejected the Payment Request and a time-out has occurred

- RRO1 (MissingDebtorAccountOrldentification): The Debtor account and/or
Identification are missing or inconsistent

- RR0O3 (MissingCreditorNameOrAddress): Specification of the creditor’'s
name and/or address needed for regulatory requirements is insufficient or
missing.

- RR04 (RegulatoryReason): Reject from regulatory reason

- RR12 (InvalidPartyID): Invalid or missing identification required within a
particular country or payment type.

supplementaryData

[1.1]

1SO20022: Additional information that cannot be captured in the structured
elements and/or any other specific block.

API: This structure is used to embed the relevant URLs for returning the
status report to the PISP and to specify which SCA approaches are accepted
by the PISP and which has been chosen by the ASPSP

acceptedScaApproach

[0.1]

can only be set by the PISP

SCA approaches that are supported by the PISP. The PISP can provide
several choices separated by commas.

REDIRECT: the PSU is redirected by the TPP to the ASPSP which
processes identification and authentication

DECOUPLED: the TPP identifies the PSU and forwards the identification to
the ASPSP which processes the authentication through a decoupled device
EMBEDDED: the TPP identifies the PSU and forwards the identification to
the ASPSP which starts the authentication. The TPP forwards one
authentication factor of the PSU (e.g. OTP or response to a challenge)

[0.1

combination of possible values for SCA models

appliedScaApproach

[0.1]

The ASPSP, based on the SCA approaches proposed by the PISP, choose
the one that it can processed, in respect with the preferences and constraints
of the PSU and indicates in this field which approach has been chosen

successfulReportUrl

[0..1]

URL to be used by the ASPSP in order to notify the PISP of the finalisation of
the SCA and consent process in REDIRECT and DECOUPLED approach

unsuccessfulReportUrl

(0..1]

URL to be used by the ASPSP in order to notify the PISP of the failure of the
SCA and consent process in REDIRECT and DECOUPLED approach

If this URL is not provided by the PISP, the ASPSP will use the
"successfulReportUrl" even in case of failure of the Payment Request
processing

_links

[1.1]

links that can be used for further navigation when having post a Payment
Request in order to get the relevant status report.

| self

[0..1]

hypertext reference
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FIELD MULT. DESC.
href [1..2] URI to be used
specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this
templated [0.1] .
property is absent or set to false
confirmation [0..1] hypertext reference
href [1..2] URI to be used
templated [0.1] specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this

property is absent or set to false

4.6.5. Business reason codes in case of rejection

The following table lists all the reason codes to use in case of rejection of the Payment Request

or the payment instruction.

1ISO20022 CODE AND LABEL SIGNIFICANCE AND PURPOSE

ACO01 (IncorectAccountNumber) the account number is either invalid or does not exist
ACO04 (ClosedAccountNumber) the account is closed and cannot be used

ACO06 (BlockedAccount) the account is blocked and cannot be used

AGO1 (Transaction forbidden) Transaction forbidden on this type of account

CUST (RequestedByCustomer) The reject is due to the debtor (refusal or lack of liquidity)

FFO1 (InvalidFileFormat) _The re_ject is due to the original payment activation request which
is invalid (syntax, structure or values)

FRAD (FraudulentOriginated) the Payment Request is considered as fraudulent

MSO03 (NotSpecifiedReasonAgentGenerated) No reason specified by the ASPSP

The PSU has neither accepted nor rejected the Payment Request

and a time-out has occurred

The Debtor account and/or Identification are missing or

inconsistent

RRO3 (MissingCreditorNameOrAddress) Specification of the cred‘ito_r‘s name and/or. aqdress needed for
regulatory requirements is insufficient or missing.

RR04 (RegulatoryReason) Reject from regulatory reason

RR12 (InvalidPartyID) Invalid or missing identification required within a particular country
or payment type.

NOAS (NoAnswerFromCustomer)

RRO1 (MissingDebtorAccountOrldentification)
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4.7. Confirmation of a Payment Request (PISP)

4.7.1. Prerequisites

- The TPP has been registered by the Registration Authority for the PISP role
- The TPP was provided with an OAUTH2 “Client Credential” access token by the
ASPSP (cf. § 3.4.3).
- The TPP has previously posted a Payment Request which has been saved by the
ASPSP (cf. § 4.5.3)
o The ASPSP has answered with a location link to the saved Payment Request
(cf. §4.5.4)
o The TPP has retrieved the saved Payment request in order to get the relevant
resource lds (cf. § 4.6).
- The TPP and the ASPSP have successfully processed a mutual check and
authentication
- The TPP has presented its “OAUTH2 Client Credential” access token

4.7.2. Business flow

Once the Payment Request has been validated and accepted by the PSU, it is the due to the

PISP to confirm this Payment Request to the ASPSP in order to complete the process flow.

In REDIRECT and DECOUPLED approach, this confirmation is not a prerequisite to the
execution of the Credit Transfer.

4.7.3. Request content

The API entry point is [POST /payment-requests/{paymentRequestld}/confirmation]

The PISP provides through its request:

- The “OAUTH2 Client Credential” token
- The resource Id of the saved Payment Request
- One authentication factor of the PSU in case of EMBEDDED approach

FIELD MULT. DESC.

confirmationRequest [0..1] confirmation request resource

authentication factor forwarded by the TPP to the ASPSP in order to fulfill the strong
customer authentication process

psuAuthenticationFactor | [0..1]

4.7.4. Response content (if no error)

The ASPSP answers with an 1ISO20022 message-based structure in order to give an update of

the Payment Request to the PISP in a same way as § 4.6.4.
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4.8. Transfer Initiation on behalf of a Payment Account Owner
(PISP)

4.8.1. Prerequisites

- The TPP has been registered by the Registration Authority for the PISP and AISP
roles.

- The TPP and the PSU have a contract for Payment Initiation Services. This contract
might also include Aggregation Information Services.

- The TPP was provided with an OAUTH2 “Client Credential” access token by the
ASPSP (cf. § 3.4.3).

- The TPP and the ASPSP have successfully processed a mutual check and
authentication

- The TPP has presented its “OAUTH2 Client Credential” access token

4.8.2. Business flow
4.8.2.1. Common flow

- The PSU provides the PISP with all information needed for the transfer.
- The PISP prepares the Transfer Request and sends this request to the relevant
ASPSP that holds the debtor account. This request includes:

o The specification of the SCA approaches that are supported by the PISP (any
combination of “REDIRECT”, “EMBEDDED” and “DECOUPLED” values).

o In case of possible REDIRECT or DECOUPLED SCA approach, one or two
call-back URLs to be used by the ASPSP at the finalisation of the
authentication and consent process :

= The first call-back URL will be called by the ASPSP if the Transfer
Request is processed without any error or rejection by the PSU

= The second call-back URL is to be used by the ASPSP in case of
processing error or rejection by the PSU. Since this second URL is
optional, the PISP might not provide it. In this case, the ASPSP will
use the same URL for any processing result.

= Both call-back URLS must be used in a TLS-secured request,
including mutual authentication based on each party’s TLS certificate.

o In case of possible “EMBEDDED” or “DECOUPLED” approaches, a PSU
identifier that can be processed by the ASPSP for PSU recognition.

- The ASPSP saves the Transfer Request and answers to the PISP. The answer
embeds

o Alocation link of the saved Transfer Request that will be further used to
retrieve the Transfer Request and its status information.

o The specification of the chosen SCA approach taking into account both the
PISP and the PSU capabilities.

o In case of chosen REDIRECT SCA approach, the URL to be used by the

PISP for redirecting the PSU in order to perform a SCA.
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4.8.2.2. Redirect SCA approach

i 4

DonorPgLOrder PISP PSU’s Bank Beneficiary’s Bank
(PSU) (ASPSP) (ASPSP)

——————Order of Transfer————»

-+——Request for PSU’s BANK:

Transfer Initiation Request———=

Redirection of the PSU
towards the ASPSP

-+———————Request for PSU’s Identification + SCA + consent

Execution of the
Credit Transfer

[ PISP Redirect SCA]

When the chosen SCA approach within the ASPSP answers is set to “REDIRECT”:

- The PISP redirects the PSU to the ASPSP which authenticates the PSU

- The ASPSP asks the PSU to give (or deny) his/her consent to the Transfer Request

- The PSU chooses or confirms which of his/her accounts shall be used by the ASPSP
for the future Credit Transfer.

- The ASPSP is then able to initiate the subsequent Credit Transfer

- The ASPSP redirects the PSU to the PISP using one of the call-back URLs provided
within the posted Transfer Request

If the PSU neither gives nor denies his/her consent, the Transfer Request shall expire and is
then rejected to the PISP. The expiration delay is specified by each ASPSP.

4.8.2.3. Decoupled SCA approach

. y

Donor of Order PISP PSU’s Bank Beneficiary’s Bank

(PSU) (ASPSP) (ASPSP)
————— Order of Transfer—————»

-=—Request for PSU’s Identification + BANK—

Transfer Request
Including PSU’s |dentification
Request for SCA + consent
through a decoupled device

Execution of the
Credit Transfer

[ PISP Decoupled SCA]

When the chosen SCA approach is “DECOUPLED”:
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- Based on the PSU identifier provided within the Transfer Request by the PISP, the
ASPSP gives the PSU with the Transfer Request details and challenges the PSU for
a Strong Customer Authentication on a decoupled device or application.

- The PSU chooses or confirms which of his/her accounts shall be used by the ASPSP
for the future Credit Transfer.

- The ASPSP is then able to initiate the subsequent Credit Transfer

- The ASPSP naotifies the PISP about the finalisation of the authentication and consent
process by using one of the call-back URLSs provided within the posted Transfer
Request

If the PSU neither gives nor denies his/her consent, the Transfer Request shall expire and is

then rejected to the PISP. The expiration delay is specified by each ASPSP.

4.8.2.4. Embedded SCA approach

a .

DonanzLOrder PISP PSU’s Bank Beneficiary’s Bank
(PSU) (ASPSP) (ASPSP)
———Order of Transfer———»

-=—Request for PSU's Identification + BANK—

Transfer Request
Including PSU’s |dentification
Provision of a One-Time Password
through a separate device/application

———Forwarding of the OTP——»

—— Forwarding of the OTP

Execution of the
Credit Transfer

[ PISP Embedded SCA ]

When the chosen SCA approach within the ASPSP answers is set to “EMBEDDED”:

The TPP informs the PSU that a challenge is needed for completing the Transfer
Request processing. This challenge will be one of the following:

o A One-Time-Password sent by the ASPSP to the PSU on a separate device
or application.

o Aresponse computed by a specific device on base of a challenge sent by the
ASPSP to the PSU on a separate device or application.

- The PSU unlock the device or application through a “knowledge factor” and/or an
“inherence factor” (biometric), retrieves the Transfer Request details and processes
the data sent by the ASPSP;

- The PSU might choose or confirm which of his/her accounts shall be used by the
ASPSP for the future Credit Transfer when the device or application allows it.

- When agreeing the Transfer Request, the PSU enters the resulting authentication
factor through the PISP interface which will forward it to the ASPSP through a
confirmation request (cf. § 4.10)
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If the PSU neither gives nor denies his/her consent, the Transfer Request shall expire and is

then rejected to the PISP. The expiration delay is specified by each ASPSP.

4.8.3. Request content

Whatever the SCA approach, the API entry point is POST /transfer-requests

The TPP provides through its request:

- The “OAUTH2 Client Credential” token
- The Transfer Request itself through an ISO20022 “pain.001” message-based
structure (CustomerCreditTransferlnitiation).

FIELD

resourceld

MULT.

[0..1]

DESC.
API: Identifier assigned by the ASPSP for further use of the created resource through
API calls

debtor

[0.1]

API : Description of a Party which can be either a person or an organization.

name

[1.1]

1ISO20022: Name by which a party is known and which is usually used to identify that
party.

postalAddress

[0.1]

1ISO20022 : Information that locates and identifies a specific address, as defined by
postal services.

country

(1.1]

1ISO20022: Country in which a person resides (the place of a person's home). In the
case of a company, it is the country from which the affairs of that company are directed.

addressLine

[L.1]

Unstructured address. The two lines must embed zip code and town name

[0..2]

Address line

organisationld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

(1..1]

API: alias of an account

schemeName

(1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on 1ISO20022 external code list,
are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined between
the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation identification
(e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation in
France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation unit in
France. It consists of the SIREN number, followed by a five digit classification number,
to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also an
AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

privateld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[1.1]

API: alias of an account
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FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external code list,
are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined between
the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation identification
(e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation in
France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation unit in
France. It consists of the SIREN number, followed by a five digit classification number,
to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also an
AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation nhame or identifier that can be recognized by both parties

debtorAccount

[0..1]

Unique and unambiguous identification for the account between the account owner and
the account servicer.

iban

[0.1]

1ISO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other

[0.1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external code list,
are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined between
the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation identification
(e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation in
France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation unit in
France. It consists of the SIREN number, followed by a five digit classification number,
to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also an
AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

creditor

[1.1]

API : Description of a Party which can be either a person or an organization.

name

[1.1]

1ISO20022: Name by which a party is known and which is usually used to identify that
party.

postalAddress

[0..1]

1ISO20022 : Information that locates and identifies a specific address, as defined by
postal services.

country

[1.1]

1ISO20022: Country in which a person resides (the place of a person's home). In the
case of a company, it is the country from which the affairs of that company are directed.

addressLine

[L.1]

Unstructured address. The two lines must embed zip code and town name

[0..2]

Address line

organisationld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[1.1]

API: alias of an account
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FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external code list,
are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined between
the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation identification
(e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation in
France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation unit in
France. It consists of the SIREN number, followed by a five digit classification number,
to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also an
AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation nhame or identifier that can be recognized by both parties

privateld

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external code list,
are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined between
the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation identification
(e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation in
France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation unit in
France. It consists of the SIREN number, followed by a five digit classification number,
to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also an
AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

creditorAccount

[1.1]

Unique and unambiguous identification for the account between the account owner and
the account servicer.

iban

[0..1]

1ISO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other

[0..1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[L.1]

API: alias of an account

Published by STET under Creative Commons - Attribution 3.0 France (CC BY 3.0 FR)

@)or |



P stet

FIELD

schemeName

MULT.

[1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on 1ISO20022 external code list,
are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined between
the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation identification
(e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation in
France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the French
National Institute for Statistics and Economic Studies, to identify an organisation unit in
France. It consists of the SIREN number, followed by a five digit classification number,
to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also an
AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

transferinformationStatus

[0..1]

1ISO20022: Specifies the status of the payment information.

API: Mandatory. The following values are allowed to provide the status of the Transfer
Request

- ACCP (AcceptedCustomerProfile): Preceding check of technical validation was
successful. Customer profile check was also successful.

- ACSC (AcceptedSettlementCompleted): Settlement on the debtor's account has been
completed.

- ACSP (AcceptedSettlementinProcess): All preceding checks such as technical
validation and customer profile were successful. Dynamic risk assessment is now also
successful and therefore the Transfer Request has been accepted for execution.

- ACTC (AcceptedTechnicalValidation): Authentication and syntactical and semantical
validation are successful.

- ACWC (AcceptedWithChange): Instruction is accepted but a change will be made,
such as date or remittance not sent.

- ACWP (AcceptedWithoutPosting): Payment instruction included in the credit transfer is
accepted without being posted to the creditor customer’s account.

- RCVD (Received): Payment initiation has been received by the receiving agent.

- PDNG (Pending): Payment request or individual transaction included in the Transfer
Request is pending. Further checks and status update will be performed.

- RICT (Rejected): Payment request has been rejected.

statusReasonInformation

[0..1]

1ISO20022: Provides detailed information on the status reason.

API: Can only be used in status equal to "RIJCT". Only the following values are allowed:
- ACO1 (IncorectAccountNumber): the account number is either invalid or does not exist
- AC04 (ClosedAccountNumber): the account is closed and cannot be used

- AC06 (BlockedAccount): the account is blocked and cannot be used

- AGO01 (Transaction forbidden): Transaction forbidden on this type of account

- CUST (RequestedByCustomer): The reject is due to the debtor: refusal or lack of
liquidity

- FFO1 (InvalidFileFormat): The reject is due to the original Transfer Request which is
invalid (syntax, structure or values)

- FRAD (FraudulentOriginated): the Transfer Request is considered as fraudulent

- MS03 (NotSpecifiedReasonAgentGenerated): No reason specified by the ASPSP

- NOAS (NoAnswerFromCustomer): The PSU has neither accepted nor rejected the
Transfer Request and a time-out has occurred

- RRO1 (MissingDebtorAccountOrldentification): The Debtor account and/or
Identification are missing or inconsistent

- RR0O3 (MissingCreditorNameOrAddress): Specification of the creditor's name and/or
address needed for regulatory requirements is insufficient or missing.

- RR0O4 (RegulatoryReason): Reject from regulatory reason

- RR12 (InvalidPartyID): Invalid or missing identification required within a particular
country or payment type.

instructedAmount

[1.1]

1ISO20022: structure aiming to carry either an instructed amount or equivalent amount.
Both structures embed the amount and the currency to be used.

API: only instructed amount can be used
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FIELD

currency

MULT. DESC.

[L.

1]

1SO20022: Specifies the currency of the to be transferred amount, which is different
from the currency of the debtor's account. A code allocated to a currency by a
Maintenance Agency under an international identification scheme, as described in the
latest edition of the international standard ISO 4217 "Codes for the representation of
currencies and funds".

amount

.

1ISO20022: Amount of money to be moved between the debtor and creditor, before
deduction of charges, expressed in the currency as ordered by the initiating party.

remittancelnformation

.

1SO20022: Information supplied to enable the matching of an entry with the items that
the transfer is intended to settle, such as commercial invoices in an accounts' receivable
system.

API: Only one occurrence is allowed

]

Relevant information to the transaction

supplementaryData

.

1SO20022: Additional information that cannot be captured in the structured elements
and/or any other specific block.

API: This structure is used to embed the relevant URLs for returning the status report to
the PISP and to specify which SCA approaches are accepted by the PISP and which
has been chosen by the ASPSP

acceptedScaApproach

.1

can only be set by the PISP

SCA approaches that are supported by the PISP. The PISP can provide several
choices separated by commas.

REDIRECT: the PSU is redirected by the TPP to the ASPSP which processes
identification and authentication

DECOUPLED: the TPP identifies the PSU and forwards the identification to the ASPSP
which processes the authentication through a decoupled device

EMBEDDED: the TPP identifies the PSU and forwards the identification to the ASPSP
which starts the authentication. The TPP forwards one authentication factor of the PSU
(e.g. OTP or response to a challenge)

A

combination of possible values for SCA models

appliedScaApproach

1]

The ASPSP, based on the SCA approaches proposed by the PISP, choose the one
that it can processed, in respect with the preferences and constraints of the PSU and
indicates in this field which approach has been chosen

successfulReportUrl

1]

URL to be used by the ASPSP in order to notify the PISP of the finalisation of the SCA
and consent process in REDIRECT and DECOUPLED approach

unsuccessfulReportUrl

1]

URL to be used by the ASPSP in order to notify the PISP of the failure of the SCA and
consent process in REDIRECT and DECOUPLED approach

If this URL is not provided by the PISP, the ASPSP will use the "successfulReportUrl"
even in case of failure of the Transfer Request processing

4.8.4. Response content (if no error)

The ASPSP answers with a “location” link of the saved Transfer Request. This link refers to the

resource |d of the saved payment to be used afterwards in order to get Payment request and its

status.

The following data are also provided.

FIELD MULT. DESC.
The ASPSP, based on the SCA approaches proposed by the PISP, choose the one that it
appliedScaApproach | [0..1] can processed, in respect with the preferences and constraints of the PSU and indicates in
this field which approach has been chosen
_links [0..1] links that can be used for further navigation, especially in REDIRECT approach
consentApproval | [0..1] hypertext reference
href [1..2] URI to be used
templated [0.1] specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this property is
absent or set to false
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4.9. Retrieval of a Transfer Request and its status (PISP)

4.9.1. Prerequisites

- The TPP has been registered by the Registration Authority for the PISP role

- The TPP was provided with an OAUTH2 “Client Credential” access token by the
ASPSP (cf. § 3.4.3).

- The TPP has previously posted a Transfer Request which has been saved by the
ASPSP (cf. § 4.8.3)

o The ASPSP has answered with a location link to the saved Transfer Request
(cf. 8§4.8.4)

- The TPP and the ASPSP have successfully processed a mutual check and
authentication

- The TPP has presented its “OAUTH2 Client Credential” access token

4.9.2. Business flow

The PISP asks to retrieve the Transfer Request that has been saved by the ASPSP. The PISP

uses the location link provided by the ASPSP in response of the posting of this request.

The ASPSP returns the previously posted Transfer Request which is enriched with the status

information of the Transfer Request.

The status information must be available during at least 30 calendar days after the posting of
the Transfer Request. However, the ASPSP may increase this availability duration, based on its

own rules.

4.9.3. Request content

The API entry point is (GET /transfer-requests/{transferRequestld}

The PISP provides through its request:

- The “OAUTH2 Client Credential” token
- The resource Id of the saved Transfer Request

4.9.4. Response content (if no error)

The response given by the ASPSP includes the previously posted Transfer Request which has

been enriched with its status.
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FIELD

transferRequest

MULT.
[1.1]

DESC.

Transfert Request structure

resourceld

[0.1]

API: Identifier assigned by the ASPSP for further use of the created resource
through API calls

debtor

[0.1]

API : Description of a Party which can be either a person or an organization.

name

[1.1]

1ISO20022: Name by which a party is known and which is usually used to identify
that party.

postalAddress

[0..1]

1SO20022 : Information that locates and identifies a specific address, as defined by
postal services.

country

[1.1]

1SO20022: Country in which a person resides (the place of a person's home). In the
case of a company, it is the country from which the affairs of that company are
directed.

addressLine

[1.1]

Unstructured address. The two lines must embed zip code and town name

[0.2]

Address line

organisationld

[0.1]

1ISO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external code
list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five digit
classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1SO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

privateld

[0.1]

1SO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external code
list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five digit
classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

debtorAccount

(0..1]

Unigque and unambiguous identification for the account between the account owner
and the account servicer.
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FIELD

iban

MULT.

[0..1]

DESC.
1SO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other

[0.1]

1SO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1..1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on ISO20022 external code
list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five digit
classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1SO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

creditor

[1.1]

API : Description of a Party which can be either a person or an organization.

name

[1.1]

1ISO20022: Name by which a party is known and which is usually used to identify
that party.

postalAddress

[0..1]

1SO20022 : Information that locates and identifies a specific address, as defined by
postal services.

country

[1.1]

1SO20022: Country in which a person resides (the place of a person's home). In the
case of a company, it is the country from which the affairs of that company are
directed.

addressLine

[1.1]

Unstructured address. The two lines must embed zip code and town name

[0.2]

Address line

organisationld

[0.1]

1SO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on 1SO20022 external code
list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five digit
classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

privateld

[0..1]

1SO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

| identification

[1..1]

API: alias of an account
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FIELD

schemeName

MULT.

(1.1]

DESC.
Name of the identification scheme.
Possible values for the scheme name, partially based on ISO20022 external code
list, are the following:
- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.
- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)
- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.
- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five digit
classification number, to identify the local geographical unit of that entity.
- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.
Other values are also permitted, for instance:
- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU
- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties

creditorAccount

(1.1]

Unigque and unambiguous identification for the account between the account owner
and the account servicer.

iban

[0.1]

1SO20022: International Bank Account Number (IBAN) - identification used
internationally by financial institutions to uniquely identify the account of a customer.

Further specifications of the format and content of the IBAN can be found in the
standard ISO 13616 "Banking and related financial services - International Bank
Account Number (IBAN)" version 1997-10-01, or later revisions.

other

[0..1]

1SO20022: Unique identification of an account, a person or an organisation, as
assigned by an issuer.

identification

[1.1]

API: alias of an account

schemeName

[1.1]

Name of the identification scheme.

Possible values for the scheme name, partially based on 1SO20022 external code
list, are the following:

- BANK (BankPartyldentification): Unique and unambiguous assignment made by a
specific bank or similar financial institution to identify a relationship as defined
between the bank and its client.

- COID (CountryldentificationCode) : Country authority given organisation
identification (e.g., corporate registration number)

- SREN (SIREN): The SIREN number is a 9 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation in France.

- SRET (SIRET): The SIRET number is a 14 digit code assigned by INSEE, the
French National Institute for Statistics and Economic Studies, to identify an
organisation unit in France. It consists of the SIREN number, followed by a five digit
classification number, to identify the local geographical unit of that entity.

- NIDN (NationalldentityNumber): Number assigned by an authority to identify the
national identity number of a person.

Other values are also permitted, for instance:

- OAUT (OAUTH2): OAUTH2 access token that is owned by the PISP being also
an AISP and that can be used in order to identify the PSU

- CPAN (CardPan): Card PAN

issuer

[1.1]

1ISO20022: Entity that assigns the identification. this could a country code or any
organisation name or identifier that can be recognized by both parties
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FIELD

transferinformationStatus

MULT.

[0..1]

DESC.
1SO20022: Specifies the status of the payment information.
API: Mandatory. The following values are allowed to provide the status of the
Transfer Request
- ACCP (AcceptedCustomerProfile): Preceding check of technical validation was
successful. Customer profile check was also successful.
- ACSC (AcceptedSettlementCompleted): Settlement on the debtor's account has
been completed.
- ACSP (AcceptedSettlementinProcess): All preceding checks such as technical
validation and customer profile were successful. Dynamic risk assessment is now
also successful and therefore the Transfer Request has been accepted for
execution.
- ACTC (AcceptedTechnicalValidation): Authentication and syntactical and
semantical validation are successful.
- ACWC (AcceptedWithChange): Instruction is accepted but a change will be made,
such as date or remittance not sent.
- ACWP (AcceptedWithoutPosting): Payment instruction included in the credit
transfer is accepted without being posted to the creditor customer’s account.
- RCVD (Received): Payment initiation has been received by the receiving agent.
- PDNG (Pending): Payment request or individual transaction included in the
Transfer Request is pending. Further checks and status update will be performed.
- RICT (Rejected): Payment request has been rejected.

statusReasonInformation

[0..1]

1SO20022: Provides detailed information on the status reason.

API: Can only be used in status equal to "RIJCT". Only the following values are
allowed:

- ACO1 (IncorectAccountNumber): the account number is either invalid or does not
exist

- AC04 (ClosedAccountNumber): the account is closed and cannot be used

- ACO06 (BlockedAccount): the account is blocked and cannot be used

- AGO01 (Transaction forbidden): Transaction forbidden on this type of account

- CUST (RequestedByCustomer): The reject is due to the debtor: refusal or lack of
liquidity

- FFO1 (InvalidFileFormat): The reject is due to the original Transfer Request which
is invalid (syntax, structure or values)

- FRAD (FraudulentOriginated): the Transfer Request is considered as fraudulent
- MS03 (NotSpecifiedReasonAgentGenerated): No reason specified by the ASPSP
- NOAS (NoAnswerFromCustomer): The PSU has neither accepted nor rejected
the Transfer Request and a time-out has occurred

- RRO1 (MissingDebtorAccountOrldentification): The Debtor account and/or
Identification are missing or inconsistent

- RR03 (MissingCreditorNameOrAddress): Specification of the creditor's name
and/or address needed for regulatory requirements is insufficient or missing.

- RR04 (RegulatoryReason): Reject from regulatory reason

- RR12 (InvalidPartyID): Invalid or missing identification required within a particular
country or payment type.

instructedAmount

[1.1]

1SO20022: structure aiming to carry either an instructed amount or equivalent
amount. Both structures embed the amount and the currency to be used.

API: only instructed amount can be used

currency

[1.1]

1ISO20022: Specifies the currency of the to be transferred amount, which is different
from the currency of the debtor's account. A code allocated to a currency by a
Maintenance Agency under an international identification scheme, as described in
the latest edition of the international standard ISO 4217 "Codes for the
representation of currencies and funds".

amount

[1.1]

1SO20022: Amount of money to be moved between the debtor and creditor, before
deduction of charges, expressed in the currency as ordered by the initiating party.

remittancelnformation

[1.1]

1SO20022: Information supplied to enable the matching of an entry with the items
that the transfer is intended to settle, such as commercial invoices in an accounts'
receivable system.

API: Only one occurrence is allowed

[0.1]

Relevant information to the transaction

supplementaryData

[1.1]

1ISO20022: Additional information that cannot be captured in the structured
elements and/or any other specific block.

API: This structure is used to embed the relevant URLs for returning the status
report to the PISP and to specify which SCA approaches are accepted by the PISP
and which has been chosen by the ASPSP
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FIELD MULT. DESC.

can only be set by the PISP

SCA approaches that are supported by the PISP. The PISP can provide several
choices separated by commas.

REDIRECT: the PSU is redirected by the TPP to the ASPSP which processes
identification and authentication

DECOUPLED: the TPP identifies the PSU and forwards the identification to the
ASPSP which processes the authentication through a decoupled device
EMBEDDED: the TPP identifies the PSU and forwards the identification to the
ASPSP which starts the authentication. The TPP forwards one authentication factor
of the PSU (e.g. OTP or response to a challenge)

acceptedScaApproach | [0..1]

| [0..%] combination of possible values for SCA models
The ASPSP, based on the SCA approaches proposed by the PISP, choose the one
appliedScaApproach [0.1] that it can processed, in respect with the preferences and constraints of the PSU

and indicates in this field which approach has been chosen

URL to be used by the ASPSP in order to notify the PISP of the finalisation of the
SCA and consent process in REDIRECT and DECOUPLED approach

URL to be used by the ASPSP in order to notify the PISP of the failure of the SCA
and consent process in REDIRECT and DECOUPLED approach

If this URL is not provided by the PISP, the ASPSP will use the
"successfulReportUrl" even in case of failure of the Transfer Request processing
links that can be used for further navigation when having post a Transfer Request in

successfulReportUrl [0..1]

unsuccessfulReportUrl | [0..1]

i (1.1] order to get the relevant status report.

self [0..1] hypertext reference
href [1..2] URI to be used
templated [0.1] speufles. true" if href is a URI template, i.e. with parameters. Otherwise, this

property is absent or set to false

confirmation [0..1] hypertext reference
href [1.1] URI to be used
templated 0.1] specifies "true" if href is a URI template, i.e. with parameters. Otherwise, this

property is absent or set to false

4.9.5. Business reason codes in case of rejection

The following table lists all the reason codes to use in case of rejection of the Transfer Request.

1ISO20022 CODE AND LABEL SIGNIFICANCE AND PURPOSE

ACO01 (IncorectAccountNumber) the account number is either invalid or does not exist
ACO04 (ClosedAccountNumber) the account is closed and cannot be used

ACO06 (BlockedAccount) the account is blocked and cannot be used

AGO1 (Transaction forbidden) Transaction forbidden on this type of account

CUST (RequestedByCustomer) The reject is due to the debtor (refusal or lack of liquidity)

FFO1 (InvalidFileFormat) .The reject is due to the original payment activation request which
is invalid (syntax, structure or values)

FRAD (FraudulentOriginated) the Transfer Request is considered as fraudulent

MS03 (NotSpecifiedReasonAgentGenerated) No reason specified by the ASPSP

NOAS (NoAnswerFromCustomer) The P_SU has neither accepted nor rejected the Transfer Request
and a time-out has occurred

The Debtor account and/or Identification are missing or

inconsistent

RRO3 (MissingCreditorNameOrAddress) Specification of the creditor's name and/or‘ address needed for
regulatory requirements is insufficient or missing.

RR04 (RegulatoryReason) Reject from regulatory reason

RR12 (InvalidPartyID) Invalid or missing identification required within a particular country
or payment type.

RRO1 (MissingDebtorAccountOrldentification)
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4.10.Confirmation of a Transfer Request (PISP)

4.10.1.Prerequisites

- The TPP has been registered by the Registration Authority for the PISP role

- The TPP was provided with an OAUTH2 “Client Credential” access token by the
ASPSP (cf. § 3.4.3).

- The TPP has previously posted a Transfer Request which has been saved by the
ASPSP (cf. § 4.8.3)

o The ASPSP has answered with a location link to the saved Transfer Request
(cf. 8§4.8.4)

- The TPP and the ASPSP have successfully processed a mutual check and
authentication

- The TPP has presented its “OAUTH2 Client Credential” access token

4.10.2.Business flow

Once the Transfer Request has been validated and accepted by the PSU, it is the due to the

PISP to confirm this Transfer Request to the ASPSP in order to complete the process flow.

In REDIRECT and DECOUPLED approach, this confirmation is not a prerequisite to the

execution of the Credit Transfer.

4.10.3.Request content

The API entry point is [POST /transfer-requests/{transferRequestld}/confirmation|

The PISP provides through its request:

- The “OAUTH2 Client Credential” token
- The resource Id of the saved Transfer Request
- One authentication factor of the PSU in case of EMBEDDED approach

FIELD MULT. DESC.

confirmationRequest [0..1] confirmation request resource

authentication factor forwarded by the TPP to the ASPSP in order to fulfill the strong
cutomer authentication process

psuAuthenticationFactor | [0..1]

4.10.4.Response content (if no error)

The ASPSP answers with an 1ISO20022 message-based structure in order to give an update of

the Transfer Request to the PISP in a same way as § 4.9.4.
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5. AISP Use cases

5.1. PSU Context Retrieval

5.1.1. Request

5.1.1.1. Headers
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5.1.1.2. Body

No body data

5.1.2. Response

5.1.2.1. Headers

5.1.2.2. Body
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5.2. Account Balances Retrieval

5.2.1. Request

5.2.1.1. Headers
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5.2.1.2. Body

No body data

5.2.2. Response
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5.2.2.1. Headers

5.2.2.2. Body
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5.3. Account Transactions Retrieval

5.3.1. Request

5.3.1.1. Headers
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5.3.1.2. Body

No body data

5.3.2. Response

5.3.2.1. Headers

5.3.2.2. Body
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6. PIISP Use cases

6.1. Account Amount Coverage Check

6.1.1. Request

6.1.1.1. Headers
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6.1.1.2. Body

6.1.2. Response

6.1.2.1. Headers

6.1.2.2. Body
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7. PISP Use cases (REDIRECT APPROACH)

7.1. Payment Request

7.1.1. Request

7.1.1.1. Headers
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PSU-Accept-Charset: utf-8

PSU-Accept-Encoding: gzip, deflate

PSU-IP-Address: 10.10.10.10

PSU-User-Agent: Mozilla

PSU-HTTP-Method: POST

PSU-Accept-Language: en-US

Content-Type: application/json

User-Agent: Swagger-Codegen/1.0.0/java

Digest: SHA-256=T7FMsJqT/08xiHbg/Goel879J0C0Je77w5fTUIpCyrM=

Content-Length: 1589

Signature: keyld="SN=123,CA=CN = PSD2-CORE ROOT CA, OU = DEMO, O =
MYQTSP",algorithm="rsa-sha256",headers="date psu-date accept psu-geo-location x-request-
id psu-referer psu-ip-port psu-accept authorization psu-accept-charset psu-accept-encoding
psu-ip-address psu-user-agent psu-http-method psu-accept-language content-type user-agent
digest content-length (request-
target)",signature="tCYCZAGxVZLMIo87gHeXyPs2RkoNvOhCdsPvjkGhwkHIU1kT8xRBT3lyb
CT2UcjFrd2WroWaXexC3pYNYHJIJTWPNOHRV6dVXNRN3Ba2/BOA2n2g/+RELeAX318buwuE
zQgAUOfci9d6d52X00+a5Dpb7h91T0zZuMBsPcxK6n2Sw="

7.1.1.2. Body

"paymentinformationid” : "MyPmtInfld",
"creationDateTime" : "2018-04-01T19:48:20.299+02:00",
"numberOfTransactions” : 1,
"initiatingParty" : {
"name" : "MyPreferedPisp",
"postalAddress" : {
“country” : "FR",
"addressLine" : [ "18 rue de la DSP2", "75008 PARIS" ]
Ji
"organisationld" : {
"identification" : "12FR5",
"schemeName" : "COID",
“issuer" : "ACPR"

@)or |
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7.1.2. Response

7.1.2.1. Headers

7.1.2.2. Body

7.2. Payment Request Retrieval

7.2.1. Request

7.2.1.1. Headers
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7.2.1.2. Body

No body data

7.2.2. Response

7.2.2.1. Headers
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7.2.2.2. Body
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7.3. Payment Request Confirmation

7.3.1. Request

POST http://localhost:8080/v1/payment-requests/MyPmtinfRscld/confirmation

7.3.1.1. Headers

Date: 2018-04-01T19:48:20.714+02:00

PSU-Date: 2017-06-08T09:33:55.954+02:00

Accept: application/hal+json; charset=utf-8

PSU-GEO-Location: GEO:52.506931,13.144558

X-Request-ID: GGF3YUD3BDJK

PSU-Referer: http://en.wikipedia.org/wiki/Main_Page

PSU-IP-Port: 12345

PSU-Accept: text/plain

Authorization: authorization_example

PSU-Accept-Charset: utf-8

PSU-Accept-Encoding: gzip, deflate

PSU-IP-Address: 10.10.10.10

PSU-User-Agent: Mozilla

PSU-HTTP-Method: POST

PSU-Accept-Language: en-US

Content-Type: application/json

User-Agent: Swagger-Codegen/1.0.0/java

Digest: SHA-256=RBNv01WzZ40RRqOW9+hknpT7T8If536 DEMBg9hyqg/40=

Content-Length: 2

Signature: keyld="SN=123,CA=CN = PSD2-CORE ROOT CA, OU = DEMO, O =
MYQTSP",algorithm="rsa-sha256",headers="date psu-date accept psu-geo-location x-request-
id psu-referer psu-ip-port psu-accept authorization psu-accept-charset psu-accept-encoding
psu-ip-address psu-user-agent psu-http-method psu-accept-language content-type user-agent
digest content-length (request-
target)",signature="V00hg0OxcS0fLoyOJWcbzPHUfUUzMfJrOf5iKIirtlah7MBGZJF9uhoLO6NZoQ
RfYY9Fr+q/BKMK97ibuVB8w6vZ15MOd0zPLMb5akZ6 TKgox/9WuPr3PIx58jHKIJuMcVIE6090
8J1Z0SXUnnioVQ6f4gDKcQWRLPozVx69etiy4="

@)or |
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7.3.1.2. Body

7.3.2. Response

7.3.2.1. Headers

7.3.2.2. Body
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7.4. Transfer Request

7.4.1. Request

7.4.1.1. Headers
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7.4.1.2. Body
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7.4.2. Response

7.4.2.1. Headers

7.4.2.2. Body
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7.5. Transfer Request Retrieval

7.5.1. Request

75.1.1. Headers
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7.5.1.2. Body

No body data

7.5.2. Response

7.5.2.1. Headers

7.5.2.2. Body
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7.6. Transfer Request Confirmation

7.6.1. Request

7.6.1.1. Headers
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7.6.1.2. Body

7.6.2. Response

7.6.2.1. Headers

7.6.2.2. Body
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8. PISP Use cases (DECOUPLED APPROACH)

8.1. Payment Request

8.1.1. Request

8.1.1.1. Headers
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8.1.1.2. Body
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8.1.2. Response

8.1.2.1. Headers

8.1.2.2. Body
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8.2. Payment Request Retrieval

8.2.1. Request

8.2.1.1. Headers
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8.2.1.2. Body

No body data

8.2.2. Response

8.2.2.1. Headers

8.2.2.2. Body
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8.3. Payment Request Confirmation

8.3.1. Request

8.3.1.1. Headers
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8.3.1.2. Body

8.3.2. Response

8.3.2.1. Headers

8.3.2.2. Body
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8.4. Transfer Request

8.4.1. Request

8.4.1.1. Headers
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8.4.1.2. Body
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8.4.2. Response

8.4.2.1. Headers
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8.4.2.2. Body

8.5. Transfer Request Retrieval

8.5.1. Request

8.5.1.1. Headers
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8.5.1.2. Body

No body data

8.5.2. Response

8.5.2.1. Headers

8.5.2.2. Body
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8.6. Transfer Request Confirmation

8.6.1. Request

8.6.1.1. Headers
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8.6.1.2. Body

8.6.2. Response

8.6.2.1. Headers

8.6.2.2. Body
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9. PISP Use cases (EMBEDDED APPROACH)

9.1. Payment Request

9.1.1. Request

9.1.1.1. Headers
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9.1.1.2. Body
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9.1.2. Response

9.1.2.1. Headers

9.1.2.2. Body
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9.2. Payment Request Retrieval

9.2.1. Request

9.2.1.1. Headers
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9.2.1.2. Body

No body data

9.2.2. Response

9.2.2.1. Headers

9.2.2.2. Body
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9.3. Payment Request Confirmation

9.3.1. Request

9.3.1.1. Headers
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9.3.1.2. Body

9.3.2. Response

9.3.2.1. Headers

9.3.2.2. Body
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9.4. Transfer Request

9.4.1. Request

9.41.1. Headers
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9.4.1.2. Body
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9.4.2. Response
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9.4.2.1. Headers

9.4.2.2. Body

9.5. Transfer Request Retrieval

9.5.1. Request

9.5.1.1. Headers
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9.5.1.2. Body

No body data

9.5.2. Response

9.5.2.1. Headers

9.5.2.2. Body
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9.6. Transfer Request Confirmation

9.6.1. Request

9.6.1.1. Headers
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9.6.1.2. Body

9.6.2. Response

9.6.2.1. Headers

9.6.2.2. Body
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